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INTRODUCTION

CRITICAL DOMAINS OF
FOREIGN INTERFERENCE

by
NAD'A KOVALCIKOVA

In today’s security landscape, foreign interfer-
ence ™ has become a pervasive threat. Hostile
actors are infiltrating everything from social
media to government websites, targeting trade
secrets, and posing an increasing risk to critical
infrastructure systems. This requires height-
ened vigilance and concerted efforts to detect,
expose and counter these malign activities.
The impact of intentional and harmful inter-
ference operations is amplified when wielded
simultaneously across diverse societal sectors.
Therefore, it is crucial to devise cross-sectoral
frameworks, tools and responses and examine
specific incidents of foreign interference, in or-
der to address critical threat vectors.

In April this year, with the US presidential
elections looming on the horizon and Russia’s
war against Ukraine having entered its third
year, yet another episode of foreign interfer-
ence was detected. The viral clip, containing
false claims about a Kyiv troll farm attempting

to interfere in the US elections?, aimed to dis-
credit the Ukrainian authorities. This incident
was part of a larger campaign conducted by
a group of disinformation experts connected
to Russia’s Internet Research Agency. These
hostile actors are deploying increasingly so-
phisticated technology to disrupt Western de-
mocracies and their allies, and fabricating and
spreading manipulated audio-video content
online. A few months earlier, on 7 December
2023, the United Kingdom accused Russia’s Se-
curity Service, the FSB, of orchestrating a ‘sus-
tained cyber-hacking campaign’ ® targeting
politicians and other public representatives for
a number of years, including during critical
election periods. Immediately afterwards, the
EU High Representative for Foreign Affairs and
Security Policy (HR/VP), Josep Borrell, stat-
ed that ‘[a]lctivities that seek to threaten our
integrity and security, democratic values and
principles and the core functioning of democ-
racies are unacceptable.” He also underlined

(1) For a definition of foreign interference, see Jones, K., ‘Legal loopholes and the risk of foreign interference’, European
Parliament, In-Depth Analysis requested by the ING2 special committee, January 2023 (https://www.europarl.europa.
eu/RegData/etudes/IDAN/2023/702575/EXPO_IDA(2023)702575_EN.pdf): ‘[Foreign interference] includes covert or
coercive interference by a foreign power in the political or governmental system from within [...], influence of overseas
regimes; influence on the political system from without, such as abuse of the lobbying system, corruption, espionage,
cyber-attacks, and manipulative influence on public engagement or views, for example through online disinformation and
manipulative campaigns.” The term also encompasses interference in social, economic, digital and international security

domains, among others.

(2) ‘Russian disinformation videos smear Biden ahead of US elections’, New York Times, 16 May 2024 (https://www.nytimes.
com/2024/05/15/us/politics/russia-disinformation-election.html).

(3) ‘Russia hacking: “FSB in years-long cyberattacks against the UK, says government”’, BBC News, 7 December 2023

(https://www.bbc.com/news/uk-politics-67647548).


https://www.europarl.europa.eu/RegData/etudes/IDAN/2023/702575/EXPO_IDA(2023)702575_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/IDAN/2023/702575/EXPO_IDA(2023)702575_EN.pdf
https://www.nytimes.com/2024/05/15/us/politics/russia-disinformation-election.html
https://www.nytimes.com/2024/05/15/us/politics/russia-disinformation-election.html
https://www.bbc.com/news/uk-politics-67647548
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the need to protect the European parliamentary
elections ‘from malign foreign actors who want
Europe to fail’ . Only a week after the United
Kingdom made similar declarations in relation
to foreign (digital) interference, on 15 December
2023, the Financial Times published an alarming
story about Chinese spies recruiting a Europe-
an politician as part of an operation aimed at
dividing the West ©). These incidents, howev-
er, represent only a small part of the ongoing
malicious activities being conducted by a broad
range of actors. This includes, for example, the
large-scale and sustained Russia-based Doppel-
Gdnger influence coperation targeting Western
countries and their media outlets since 2022.

The surge in foreign interference against de-
mocracies demonstrates the rising importance
and urgency of countering these hostile activ-
ities. This requires a heightened focus given
their potential to critically impact national, Eu-
ropean and transnational security. Moreover,
cyberattacks and information manipulation are
becoming increasingly intertwined, with grow-
ing evidence that foreign actors are generating
or contributing to evolving security challenges.
Their goal is to undermine their adversaries’
core values and institutions and either exploit
existing vulnerabilities or create new ones.

This Chaillot Paper examines foreign inter-
ference across a broad range of sectors (. It
analyses how foreign information manipula-
tion and interference (FIMI), and cyber threats
are interconnected within a broader toolkit,
highlighting both their points of convergence
and divergence. Specific chapters dissect in-
terference across a particular domain, explor-
ing emerging policy approaches. Each case
study follows a clear structure, identifying an
incident, its effects, and the response measures
taken, and outlining possible implications or
policy recommendations to consider.

The volume explores in particular the
cyber-FIMI nexus across five key areas: the
political, social, economic, digital, and inter-
national security domains.

1. The political domain: Interference opera-
tions in this domain are among the most
insidious as they are often known only
to few people and are rarely exposed by
those directly involved. In chapter 1 Ivana
Karaskova analyses various influence tac-
tics, objectives and connections between
China’s information manipulation and
the coercion of political representatives.
A thorough understanding of these efforts
is critical to prevent China’s interference
tactics from disrupting the political dy-
namics of targeted states, but also from
undermining the EU’s democratic process-
es and international standing. The author
highlights the interconnectedness of the
online and offline domains and draws at-
tention to the vulnerabilities of European
polities to foreign interference. She fur-
ther emphasises the need for the EU and
its Member States to consider developing
a ‘counter-coercion toolbox’.

2. The social domain: In chapter 2 Rume-
na Filipova, focusing on the case study of
Bulgaria, examines how the interplay of in-
ternal and external factors can exacerbate
foreign interference in a domestic societal
context. She shows how, since Russia’s
invasion of Ukraine, a confluence of fac-
tors - increased information manipula-
tion, the growing influence of pro-Russian
media, political infiltration and cyberat-
tacks - has made citizens more receptive
to anti-Western and pro-Russian narra-
tives aiming to fracture Bulgarian society
and undermine the country’s commitment
to EU and NATO. The author emphasises
the importance of exposing the subversive

(4) Borrell, J., ‘Fighting foreign interference to protect our democracy’, EEAS, 3 June 2024 (https://www.eeas.europa.eu/eeas/

fighting-foreign-interference-protect-our-democracy_en).

(5) ‘Chinese spies recruited European politician in operation to divide West’, Financial Times, 15 December 2023 (https://www.

ft.com/content/601df41f-8393-46ad-9f74-fe64f8ea1asf).

(6) This Chaillot Paper does not claim to provide an exhaustive overview of foreign interference across every domain in which
it occurs. The case studies presented explore sectors with well-documented incidents and reflect the individual expertise

of the contributing authors.


https://www.eeas.europa.eu/eeas/fighting-foreign-interference-protect-our-democracy_en
https://www.eeas.europa.eu/eeas/fighting-foreign-interference-protect-our-democracy_en
https://www.ft.com/content/601df41f-8393-46ad-9f74-fe64f8ea1a3f
https://www.ft.com/content/601df41f-8393-46ad-9f74-fe64f8ea1a3f
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activities of domestic pro-Russian ac-
tors operating within opaque networks.
She stresses the need to bolster defenc-
es against foreign authoritarian influence
and formulate a consistent strategy against
Russian interference across various do-
mains, including in the economic, media
and political spheres.

. The economic domain: In chapter 3 Bart
Hogeveen analyses foreign state-sponsored
cyber-enabled espionage and in particular,
intellectual property theft. While individu-
al incidents can seriously harm companies’
commercial interests, the issue becomes
more consequential when certain indus-
tries become targets of sophisticated and
sustained digital operations that attempt to
extract confidential business information.
The author investigates the links between
this form of cyber operations and foreign
interference in the context of geostrategic
and technological competition and con-
siders the palette of responses available to
states to strengthen their defences.

. The digital domain: In chapter 4 Andrea
Salvi delves into the increasingly sophis-
ticated world of deepfakes, exploring their
evolving features, various categories and
impact. These are frequently deployed as
part of targeted information manipulation
efforts in electoral contexts, and beyond,
feeding into broader disruptive interfer-
ence operations. As artificial intelligence
(AI) advances, the line between reality
and fabrication is becoming increasing-
ly blurred. After examining specific inci-
dents, their impact and consequences, the
author proposes solutions based on a col-
laborative approach. These solutions com-
bine regulatory measures with initiatives
to build societal resilience and public trust,
empowering citizens to critically evaluate
information. Such a collaborative effort is
crucial to combat the misuse of deepfake
technology by malicious actors who seek
to shape and distort public perceptions and
deepen divisions within society.

5. The international security domain: In
chapter 5, Patryk Pawlak explores the link
between FIMI and cyberattacks targeting
critical infrastructure. Focusing on a set of
concrete examples, he argues for a com-
bined approach to FIMI and cybersecurity,
as the information and cyber realms are
inextricably interlinked. He also calls for
a more rigorous approach to designating
‘critical information environment infra-
structure’ and inclusion of the information
environment as a key component in the
discussion about critical infrastructure pro-
tection. The chapter examines the different
categories of cyber incidents and the factors
influencing attack methods. A key focus is
the role of political decision-making, in
particular when it comes to designating cy-
ber incidents as foreign interference. This
is especially important when state-backed
perpetrators target a country’s critical in-
frastructure with the intent to influence its
foreign policy. To address risks and threats
along the cyber-information continuum,
critical infrastructure protection strate-
gies should clearly define and protect their
critical information environment. Since
political and technical criteria for such
designations can differ, the ability to dis-
tinguish between attack types is crucial for
effectively assessing their impact on criti-
cal infrastructure.

This Chaillot Paper presents a comprehensive
analysis of foreign interference tactics and
their effects through the five distinct case
studies outlined above. Exploring a diverse
range of effects and responses, in the con-
cluding chapter it identifies recurring patterns
and exposes the interconnectedness of these
interference toolboxes. The analysis not only
highlights key differences as well as similari-
ties in tactics and strategies, but also pinpoints
areas where EU policies can be strengthened
through integration. By offering targeted rec-
ommendations in each chapter and broader
more comprehensive recommendations in the
conclusion, this volume aims to equip poli-
cymakers with an effective, tailored and ac-
tionable strategy to counter these increasingly
intertwined threats.



Image: Harrison Leece/Unsp




CHAPTER 1

CHINA'S INFORMATION
MANIPULATION ASATOOL
OF POLITICAL COERCION

The case of the Czech Republic

by
IVANA KARASKOVA

INTRODUCTION

China’s interference in the politics of EU
Member States encompasses both online and
offline attempts to manipulate their policy
choices and preferences. Yet the online and
offline domains are quite often treated as sep-
arate and the interconnection between them is
neglected. This chapter sets out to bridge the
gap and shed light on links between China’s
information manipulation and coercion of in-
dividual European politicians, aimed at induc-
ing them to change their political behaviour.

Beijing’s attempts to manipulate information
take many forms and are driven by several ob-
jectives: acquiring ‘discourse power’ ); shap-
ing international public opinion; and creating
a favourable environment for China’s rise by

influencing international policies that bene-
fit its own growth as a global power. China’s
strategies for information manipulation are
extensive: it has invested in European me-
dia outlets, hired PR companies to facilitate
inclusion of Chinese views and pro-China
content in local media, and coordinated inclu-
sion of op-eds authored by Chinese heads of
mission in at least six different languages in
newspapers in Central and Easten European
countries. Additionally, China offers financial
incentives to local media for favourable cov-
erage or paid content supplements promot-
ing China’s agenda'®. However some tactics
involve a less transparent approach. China
has been known to distribute China-prepared
content through local media outlets with-
out disclosing its origin, essentially disguis-
ing the source of the information from local

(1) Stanford University, ‘Lexicon: “Discourse Power” or the “Right to Speak” (i&i&, Huayt Quan)’, 17 March 2022 (https://
digichina.stanford.edu/work/lexicon-discourse-power-or-the-right-to-speak-huayu-quan/).

(2) Karéskovd, 1., ‘How China influences media in Central and Eastern Europe’, The Diplomat, 19 November 2019 (https://
thediplomat.com/2019/11/how-china-influences-media-in-central-and-eastern-europe/).


https://digichina.stanford.edu/work/lexicon-discourse-power-or-the-right-to-speak-huayu-quan/
https://digichina.stanford.edu/work/lexicon-discourse-power-or-the-right-to-speak-huayu-quan/
https://thediplomat.com/2019/11/how-china-influences-media-in-central-and-eastern-europe/
https://thediplomat.com/2019/11/how-china-influences-media-in-central-and-eastern-europe/

CHAPTER 1] China’s information manipulation as a tool of political coercion | The case of the Czech Republic

audiences ¥). Furthermore, it has established
cooperation with European news agencies,
potentially influencing the flow of informa-
tion on a broader scale®.

Social media also plays a significant role in
China’s information manipulation efforts.
State-affiliated accounts on social media plat-
forms (such as those belonging to Chinese
embassies, Xinhua, China Daily, China Radio
International, etc.) are used to spread and am-
plify political narratives favourable to China.
These accounts portray China as a responsible
stakeholder in the international system, high-
lighting projects like the Belt and Road Initia-
tive or its format for cooperation with Central
and Eastern European countries. They also
emphasise China’s commitment to the princi-
ples of noninterference and respect for
sovereignty.

information manipulation
tactics can be observed since
2019, when China perceived
a greater need to step up en-
gagement with European audi-
ences to rewrite the narratives
on the protests in Hong Kong
and subsequently the origin of
Covid-19. In an effort to en-
hance the credibility of Chi-
nese narratives, China opted for outsourcing
the production of China-related news to local
partners. With the outbreak of the coronavirus
pandemic Chinese messaging started to ap-
pear less in mainstream media and more in
fringe media outlets in the form of anonymous
articles, complicating the attribution of such
outputs. Meanwhile, Chinese diplomats em-
ployed more offensive messaging, including

A significant shift in Chinese I

nstances

of Chinese
intimidation or
coercion against
politicians should
not be downplayed
or ignored.

posts and reposts of disinformation narratives
on the ‘real’ origin of Covid-19.

After Russia’s invasion of Ukraine,
Chinese-state affiliated actors contrasted Chi-
na’s position with that of the United States,
repeated Russian propaganda on the causes of
the war and attempted to drive a wedge be-
tween the transatlantic partners by portraying
the EU as the victim in the relationship (high-
lighting, for example, rising energy prices and
inflation in Europe).

Chinese attempts to manipulate discours-
es and information in Europe evidently war-
rant heightened attention, especially as an
ever-wider array of activities has shifted to
the online sphere since the pandemic. How-
ever, this chapter focuses on the specific in-
tersection between information manipulation
and coercion of politicians
which may take both online
and offline forms. Instances of
Chinese intimidation or coer-
cion against individual politi-
cians should not be downplayed
or ignored. Nor should they be
omitted in broader discussions
on China’s interference since
they represent a direct attempt
by China to influence demo-
cratic processes in the Euro-
pean Union.

The events which trigger the use of coercive
measures typically revolve around China’s
self-defined ‘core interests’, such as preserv-
ing China’s political regime, national security,
sovereignty and territorial integrity and the
stable development of China’s economy and
society ®. In practical terms, harsh reactions

(3) Kardskovd, 1.,‘Analysing China Radio International’s tactics: A case study of narratives disseminated in the Czech
Republic,” Central European Digital Media Observatory (CEDMO), Prague, 2023 (https://cedmohub.eu/wp-content/
uploads/2023/06/EN_ Espresso.pdf?_ gl=1*83qrpa*_up*MQ..* _ga*NTE1INjIwMTMOLjE3MDkxMTY50Tg.*_
ga_ 44P6SY9R25*MTcwOTEXNjk5Ny4XxLjAuMTcwOTEXNjk5Ny4wLjAuMA..).

(4) Gragnani, L., ‘What’s left in the West: China’s short and long-term gains in Italy’, China Observers in Central and Eastern
Europe (CHOICE), 6 July 2021 (https://chinaobservers.eu/whats-left-in-the-west-chinas-short-and-long-term-gains-
in-italy); Alliance for Securing Democracy, ‘Agreements between Polish and Chinese media groups expose Polish audiences
to propaganda’, n.d. (https://securingdemocracy.gmfus.org/incident/agreements-between-polish-and-chinese-media-

groups-expose-polish-audiences-to-propaganda/).

(5) Swaine, M.D., ‘China’s assertive behavior - Part One: On “core interests”’, China Leadership Monitor, No 34, 22 February
2011 (https://carnegieendowment.org/files/CLM34MS_ FINAL.pdf).


https://cedmohub.eu/wp-content/uploads/2023/06/EN_Espresso.pdf?_gl=1*83qrpa*_up*MQ..*_ga*NTE1NjIwMTM0LjE3MDkxMTY5OTg.*_ga_44P6SY9R25*MTcwOTExNjk5Ny4xLjAuMTcwOTExNjk5Ny4wLjAuMA
https://cedmohub.eu/wp-content/uploads/2023/06/EN_Espresso.pdf?_gl=1*83qrpa*_up*MQ..*_ga*NTE1NjIwMTM0LjE3MDkxMTY5OTg.*_ga_44P6SY9R25*MTcwOTExNjk5Ny4xLjAuMTcwOTExNjk5Ny4wLjAuMA
https://cedmohub.eu/wp-content/uploads/2023/06/EN_Espresso.pdf?_gl=1*83qrpa*_up*MQ..*_ga*NTE1NjIwMTM0LjE3MDkxMTY5OTg.*_ga_44P6SY9R25*MTcwOTExNjk5Ny4xLjAuMTcwOTExNjk5Ny4wLjAuMA
https://chinaobservers.eu/whats-left-in-the-west-chinas-short-and-long-term-gains-in-italy
https://chinaobservers.eu/whats-left-in-the-west-chinas-short-and-long-term-gains-in-italy
https://securingdemocracy.gmfus.org/incident/agreements-between-polish-and-chinese-media-groups-expose-polish-audiences-to-propaganda/
https://securingdemocracy.gmfus.org/incident/agreements-between-polish-and-chinese-media-groups-expose-polish-audiences-to-propaganda/
https://carnegieendowment.org/files/CLM34MS_FINAL.pdf
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from China have followed official activities (at
governmental or sub-governmental levels, or
both) related to Tibet or Taiwan (e.g. meeting
with the Dalai Lama, leading an official dele-
gation to Taiwan, opening Taiwanese repre-
sentative offices).

THE INCIDENT

The Czech Republic offers a well-documented
and illustrative example of offline coercion
backed by an online disinformation campaign
targeting a political representa-
tive of an EU Member State. Here

S;e(i:z;ar;igighzéﬁ;ﬁ‘t;gfi?_f he Czech debates on China have long os-
ical representatives by Chinese Securlty cillated between the proponents

state entities is complicated by
two factors. First, while in-
stances of intimidation are by
no means rare, the knowledge
of these incidents is often con-
fined to small circles of those
who were directly involved -
such as political representa-
tives’ staff, advisors and close
contacts . Occasionally, the information is
shared by political representatives with the
media and reported anecdotally”). The second
challenge arises from the involvement of in-
direct actors. While most documented cases
have involved direct confrontation between
an individual politician and Chinese state rep-
resentatives, a few instances have involved
domestic figures acting as conduits or in-
termediaries for Chinese interference. These
cases deserve special attention as they may
complicate and obscure the evaluation of co-
ercive tactics utilised by China. They suggest
that it is not always or exclusively China’s in-
terests and actions which dictate the outcome
of China’s interference in European polities.

community has
been a vocal
critic of China’s
information
manipulation and
cyber threats.

of economic benefits allegedly
deriving from closer relations
with Beijing, and those who ad-
vocate a human rights-oriented
standpoint, which has become
deeply-rooted in the contem-
porary Czech foreign policy
tradition.

Czech political parties quickly
discovered the attractiveness of the China is-
sue for the media and general public, and Chi-
na featured prominently as a topic in political
debates, including during the local parliamen-
tary and presidential campaigns. Specifically,
Tibet since the 1990s and Taiwan since 2016 ®
began to be leveraged as counterweights to
the pro-China policy promoted by certain
politicians, including the previous president
Milos Zeman. Although Taiwan and Tibet are
distant from the Czech Republic not only in
geographic but also in strategic and securi-
ty terms, they resonate with Czech citizens’
own historical experience. Many Czechs see
parallels between their own history of being
surrounded and threatened by larger authori-
tarian regimes (Nazi Germany in 1938 and the
Soviet Union in 1968) and the plight of Tibet
and Taiwan.

Despite a part of the Czech political spec-
trum having an affinity with China, the Czech

(6) Interviews with a member of the Czech parliament and a senator, 23 July 2020, Prague. Interview with a German

legislator, 13 October 2022, Berlin.

(7) See for example: Chen, Y., and Shih, H., ‘Ukrainian MP under pressure from China over pro-Taiwan caucus’, Focus
Taiwan, 9 October 2022 (https://focustaiwan.tw/politics/202209100021).

(8) See a comparison of the frequency of these keywords in Czech media (2010-2017) in Karaskova, 1., Matura, T., Turcsanyi,
R. and Simal¢ik, M., ‘Central Europe for Sale: The politics of China’s influence’, Association for International Affairs
(AMO), Prague, 2018, pp. 8 (https://www.amo.cz/wp-content/uploads/2018/04/AMO__central-europe-for-sale-
the-politics-of-chinese-influence.pdf). For the symbolism of Tibet and Taiwan in Czech political debates, see an
analysis of Czech MPs’ standpoints in Kardskova, 1., Bajerova, A. and Matura, T., ‘Images of China in the Czech and
Hungarian Parliaments’, Association for International Affairs (AMO), Prague, 2019 (https://www.amo.cz/wp-content/
uploads/2019/03/AMO__Images-of-China-in-the-Czech-and-Hungarian-Parliaments.pdf).


https://focustaiwan.tw/politics/202209100021
https://www.amo.cz/wp-content/uploads/2018/04/AMO_central-europe-for-sale-the-politics-of-chinese-influence.pdf
https://www.amo.cz/wp-content/uploads/2018/04/AMO_central-europe-for-sale-the-politics-of-chinese-influence.pdf
https://www.amo.cz/wp-content/uploads/2019/03/AMO_Images-of-China-in-the-Czech-and-Hungarian-Parliaments.pdf
https://www.amo.cz/wp-content/uploads/2019/03/AMO_Images-of-China-in-the-Czech-and-Hungarian-Parliaments.pdf
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security community has been a vocal critic of
China’s information manipulation and cyber
threats. In late 2018 the Czech Republic’s state
agency, the National Authority on Cyber and
Information Security (NUKIB), issued a public
warning against Chinese telecom companies
ZTE and Huawei, making the country an early
sceptical voice in the European debate on their
possible participation in 5G networks .

In May 2019, the so-called Prague Proposals,
an outcome of an international conference
on the security of 5G networks, established
guidelines for assessing risks posed by for-
eign vendors. A year later, the Czech Republic
signed a joint declaration on 5G security with
the United States.

It is in this context that the events unfolding
around Jaroslav Kubera, the then President of
the Czech Parliament’s Senate, can be framed.
In 2019 Kubera planned a visit to Taiwan as
the head of a delegation. The visit was sched-
uled to take place in early 2020. This would
have represented the highest-profile visit of
a Czech politician to the self-ruling island in
decades. The Chinese Embassy in Prague re-
acted to the announced visit by issuing a let-
ter 19 threatening repercussions against
Czech companies conducting business in Chi-
na if Kubera proceeded with his plans to visit
Taiwan. Interestingly, in the public domain
the objections against Kubera’s visit were
not communicated by China’s representatives

in the Czech Republic or directly by Beijing,
but by the Czech President Milo§ Zeman, who
warned that the visit would damage Czech
economic interests ®Y. As Kubera died sud-
denly in January 2020, the planned visit did
not go ahead.

The letter from the Chinese Embassy was
found among Kubera’s belongings shortly af-
ter his death and made public. The new Senate
President Milos Vystrcil expressed his interest
in going ahead with the plan to lead an of-
ficial delegation to Taiwan in Kubera’s stead.
Vystrcil announced his intention in open defi-
ance of the then Czech President MiloS Zeman,
Prime Minister Andrej Babi§ and Minister of
Foreign Affairs Tomas$ Petficek and despite
significant pressure applied by Czech-China
business associations and Czech companies
fearing retribution 2,

The proposed visit sparked a diplomatic row
between the Czech Republic and China. Chi-
nese Minister of Foreign Affairs Wang Yi de-
clared that Vystréil would pay ‘a heavy price’ 3
and the Chinese state media outlet Global
Times called Vystréil a ‘political hooligan’ 4,
This, in turn, prompted critical reactions from
abroad as an open letter 3 backing Vystréil
was signed by almost 70 members of the Eu-
ropean Parliament and other national parlia-
ments, including those of Australia, the United
States, and Canada. Another letter in support
was published jointly by the chair and co-chair

9) NUKIB, ‘Varovani’, 17 December 2018 (https://nukib.cz/download/uredni_ deska/Varovani_ NUKIB_ 2018-122-17.pdf).

(10)  valdsek, L. and Truchla, H., ‘Za nav$tévu Tchaj-wanu budete platit. Kubera si z Hradu pfinesl vyhriizky od Ciny’
[You will pay for visiting Taiwan. Kubera brought threats from China from the Castle], Aktudlné, 19 February
2020 (https://zpravy.aktualne.cz/domaci/za-navstevu-tchaj-wanu-budete-platit-kubera-si-z-hradu-prine/
r~3602bgbasia711eaase40cc47absf122/).

(11) ‘“Zeman: Jestli pojede Kubera na Tchaj-wan, uz neni mij ptitel”’[Zeman: If Kubera goes to Taiwan, he is no longer my
friend], Novinky, 28 November 2019 (https://www.novinky.cz/domaci/clanek/zeman-jestli-pojede-kubera-na-tchaj-
wan-uz-neni-muj-pritel-40305312).

(12) Interviews with staff at Senate President’s office, 23 July 2020, Prague.

(13) ‘Wang Yi: Anyone who challenges one-China principle will pay “heavy price”’, Global Times, 31 August 2020 (https://www.
globaltimes.cn/content/1199387.shtml).

(14)  ‘Vystrcil’s Taiwan visit an opportunistic stunt: Global Times editorial’, Global Times, 30 August 2020 (https://www.
globaltimes.cn/content/1199345.shtml).

(15)  ‘Political leaders express solidarity with Czech Senate Presdent Milo§ Vystr¢il in connection to his official visit to Taiwan’,

website of MEP Miriam Lexmann, 25 August 2020 (https://lexmann.eu/political-leaders-express-solidarity-with-czech-
senate-president-milos-vystrcil-in-connection-to-his-official -visit-to-taiwan/).


https://nukib.cz/download/uredni_deska/Varovani_NUKIB_2018-122-17.pdf
https://zpravy.aktualne.cz/domaci/za-navstevu-tchaj-wanu-budete-platit-kubera-si-z-hradu-prine/r~3602b9ba51a711eaa5e40cc47ab5f122/
https://zpravy.aktualne.cz/domaci/za-navstevu-tchaj-wanu-budete-platit-kubera-si-z-hradu-prine/r~3602b9ba51a711eaa5e40cc47ab5f122/
https://www.novinky.cz/domaci/clanek/zeman-jestli-pojede-kubera-na-tchaj-wan-uz-neni-muj-pritel-40305312
https://www.novinky.cz/domaci/clanek/zeman-jestli-pojede-kubera-na-tchaj-wan-uz-neni-muj-pritel-40305312
https://www.globaltimes.cn/content/1199387.shtml
https://www.globaltimes.cn/content/1199387.shtml
https://www.globaltimes.cn/content/1199345.shtml
https://www.globaltimes.cn/content/1199345.shtml
https://lexmann.eu/political-leaders-express-solidarity-with-czech-senate-president-milos-vystrcil-in-connection-to-his-official-visit-to-taiwan/
https://lexmann.eu/political-leaders-express-solidarity-with-czech-senate-president-milos-vystrcil-in-connection-to-his-official-visit-to-taiwan/
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China’s sharp teeth

The letter concerning Kubera’s planned visit to Taiwan from
the Chinese Embassy addressed to the Office of the Czech

President

Translation of critical passages from
original letter highlighting Beijing’s
view and potential implications for

Chinese-Czech relations

Top representatives of Western countries,
including the USA, the United Kingdom,
France and Germany, abide by the
One-China Policy, and none of them has
visited Taiwan (Jacques Brotchi, the then
Chairman of the Belgian Senate, who
visited Taiwan in May 2019, has already
resigned from his office and received a
lifetime ban from entering China).

I = Vicholni piodslaviiz:lé zépadnich zemi vEetné USA, Velké Britdnie, Francie a

A potential visit to Taiwan by Chairman
Kubera would seriously hurt the feelings
of the Chinese people, damage the
friendly atmosphere of cooperation
between China and the Czech Republic,
the Czech Republic’s reputation among
the Chinese public and the interests of
the Czech Republic.

Némecka dodrzuji politiku jedné Ciny a nikdo z nich nenavitivil Taiwan (tehdeji pfedseda
belgického sendtu Jacques Brotchi, ktery Taiwan navitivil v kvétnu 2019, jiZ odstoupil z
funkee a byl mu ud&len celoZivotni zakaz vstupu do Ciny).

Czech enterprises whose representatives
visit Taiwan with Chairman Kubera will
not be welcome in China or by the Chinese
people. Czech enterprises with economic
interests in China will have to pay for
Chairman Kubera’s visit to Taiwan.

- Pripadnd ndvitéva Taiwanu predsedou Kuberou véZné ublizi citéni &inskych lidi,
poskodi pritelské atmosféfe spoluprice mezi Cinou a Ceskou republikou, reputaci Ceské
republiky v Einské vefejnosti a zdjmim Ceskeé republiky.

- Ceskué podniky, jejichZ pfedstavitelé navitivi Taiwan s pfedsedou Kuberou, nebudou

wvitiny v Cing ani &inskymi lidmi. Ceské podniky, které maji ekonomické zdjmy v Cing,
budou muset za nav&tévu Taiwanu predsedou Kuberou platit.

-'Név'tlvéva_l'ziwanu predsedou Kuberou nikomu nepfispEje. Douféme, e deské strana
dcds:; politiku jedn¢ Ciny a zrudi tuto nivitévy, a tim zabrani porufovani &insko-Seskych
vziahd.

Chairman Kubera’s visit to Taiwan will
not benefit anyone. We hope that the
Czech side will observe the One-China
Policy and cancel this visit, thus avoiding
damaging Chinese-Czech relations.

Source: Aktudlné.cz, February 2020

of the European Parliament Delegation to the a matter of EU-China relations. Even Minister
People’s Republic of China (PRC)*® and ad- of Foreign Affairs PetfiCek who was originally
dressed to the Chinese ambassador in Brus- sceptical about the visit summoned the Chi-
sels, effectively turning a bilateral issue into nese ambassador to explain, while Prime

(16) European Parliament Delegation for Relations with People’s Republic of China, ‘Chair’s and Vice-Chair’s message of
20 August 2020 to Ambassador Zhang Ming’, 20 August 2020 (https://www.europarl.europa.eu/delegations/cs/d-cn/

documents/communiques).


https://www.europarl.europa.eu/delegations/cs/d-cn/documents/communiques
https://www.europarl.europa.eu/delegations/cs/d-cn/documents/communiques
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Minister Babi§ called Wang’s remarks highlights the complexity and interconnec-

incongruous 7, tivity of information manipulation and online
and offline coercion campaigns.

China’s C().erciye ‘efforts did he Kubera / Finally, it shows h.o.w vulner-

not end with issuing threats. ve able European polities are to

Attempts to discredit Vystrcil Vystrc1l China’s interference.

have continued ever since. In Case shows

November 2020, two months how vulnerable In line with China’s coercive

after his visit, an e-mail claim-
ing Vystrcil received 4 million
USD in exchange for his official
visit to Taiwan started circu-
lating in the Czech Republic 18,
The email containing the infor-
mation was sent to various Czech newspapers
from a Swiss-based consultancy, RefinSol
Advisory Services, which claimed no person-
al interest in the issue yet inquired repeatedly
whether the content of the mail had been pub-
lished by the media.

In the online domain, Vystrcil has been tar-
geted by China Radio International and an
interconnected ecosystem of Czech disin-
formation and otherwise dubious websites,
known mostly for spreading pro-Russian and
anti-Western narratives in the country @9,

THE EFFECTS

The Kubera/Vystrcil case demonstrates Chi-
na’s tactics of intimidation of and coercion
against politicians that it perceives as act-
ing in direct opposition to China’s interest
in preventing international recognition of
and solidarity towards Taiwan. In general, it

European polities
are to China’s
interference.

diplomacy described in other
cases, Beijing aimed at secur-
ing what it perceives as a ‘core
interest’, i.e., preventing Tai-
wan from building more ex-
tensive international relations,
by averting the official visit of a senior polit-
ical representative from an EU Member State.
It combined coercive measures targeting an
individual politician (e.g. personal threats,
disinformation and smear campaigns) with
threats directed at the highest possible level,
including warnings of economic retaliation
against the state. This approach was based
on the assumption that identifying the mode
and scope of retaliation prior to the event
taking place would lead China’s challenger to
back down.

Assuming the traditional secrecy of diplomat-
ic and political practice, China was confident
that its threatening letter would not be hand-
ed over to the media and publicised. When the
letter was leaked to the public, it triggered
a public outcry, fuelled in part by the death
of Vystrcil’s predecessor. This allowed Vystrcil
to mobilise support from domestic and in-
ternational political allies as well as from the
general public. The media thus played a cru-
cial role in empowering an individual polit-
ical representative who had drawn Beijing’s

(17)  ‘Vyjadfeni ministra Wanga jsou za hranou, uvedl Pet¥icek. Ministerstvo pfedvolalo ¢inského velvyslance’ [Minister
Wang’s statements are beyond the pale, Petficek said. The ministry summoned the Chinese ambassador], iRozhlas, 31
August 2020 (https://www.irozhlas.cz/zpravy-domov/milos-vystrcil-ministerstvo-zahranici-cesko-tchaj-wan-cina-

velvyslanec_2008311533_ vtk).

(18)  valdsek, L. and Truchla, H., ‘“Ctyfi miliony dolardl pro Vystréila”. Cifiané se pokouseji ocernit predsedu Senatu’
[‘““Four million dollars for Vystr¢il”, The Chinese are trying to smear the Senate President’], Aktudlné, 11 November
2020 (https://zpravy.aktualne.cz/domaci/ctyri-miliony-dolaru-pro-vystrcila-cinane-se-pokouseji-ocern/

r~743c637e233511ebb408acif6b220ee8/).

(19) Most recently in connection with the President of Taiwan’s Legislative Yuan’s visit to the Czech Republic and US Congress
Speaker Nancy Pelosi’s visit to Taiwan, e.g., ‘Pfedseda Strany DOMOV: Navstéva Pelosiové na Tchaj-wanu md ryze
provokativni character’ [Chairman of the DOMOV Party: Pelosi’s visit to Taiwan has a purely provocative character],

China Radio International (CRI), 30 August 2022 (https://czech.cri.cn/2022/08/30/ARTIOdymMwU800Uc55L4sZpu220830.
shtml); ‘Filip Andler: Vystréile, pfestante uz Skodit! [Filip Andler: Vystr¢il, stop harming!)’, Parlamentni listy, 27 July 2022
(https://www.parlamentnilisty.cz/arena/nazory-a-petice/Filip-Andler-Vystrcile-prestante-uz-skodit-709716).


https://www.irozhlas.cz/zpravy-domov/milos-vystrcil-ministerstvo-zahranici-cesko-tchaj-wan-cina-velvyslanec_2008311533_vtk).%2520%2520%2520XXX%2520Possible%2520to%2520include%2520English%2520translation%2520of%2520publication%2520title%2520in%2520square%2520brackets%2520after%2520the%2520original%2520title?%2520XXXXXX
https://www.irozhlas.cz/zpravy-domov/milos-vystrcil-ministerstvo-zahranici-cesko-tchaj-wan-cina-velvyslanec_2008311533_vtk).%2520%2520%2520XXX%2520Possible%2520to%2520include%2520English%2520translation%2520of%2520publication%2520title%2520in%2520square%2520brackets%2520after%2520the%2520original%2520title?%2520XXXXXX
https://zpravy.aktualne.cz/domaci/ctyri-miliony-dolaru-pro-vystrcila-cinane-se-pokouseji-ocern/r~743c637e233511ebb408ac1f6b220ee8/
https://zpravy.aktualne.cz/domaci/ctyri-miliony-dolaru-pro-vystrcila-cinane-se-pokouseji-ocern/r~743c637e233511ebb408ac1f6b220ee8/
https://czech.cri.cn/2022/08/30/ARTIOdymMwU800Uc55L4sZpu220830.shtml
https://czech.cri.cn/2022/08/30/ARTIOdymMwU800Uc55L4sZpu220830.shtml
https://www.parlamentnilisty.cz/arena/nazory-a-petice/Filip-Andler-Vystrcile-prestante-uz-skodit-709716
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ire and been subjected to bullying tactics.
Moreover, media coverage helped to inoculate
the public and other political representatives
against China’s future disinformation at-
tempts by raising awareness of Chinese infor-
mation manipulation and interference tactics.
While the actual economic consequences of the
visit were minimal, this incident heightened
the Czech Republic’s awareness of China’s in-
terference strategies.

THE RESPONSE

So far, the incidents of coercion against indi-
vidual European politicians have not resulted
in an adoption of a counter-measure toolbox.
Perhaps due to China’s ability to skilfully mo-
bilise domestic political and economic inter-
locutors to act on its behalf, the issue may be
seen more as a demonstration of a domestic
political struggle rather than an act of foreign
information manipulation and interference
requiring special attention at the level of the
EU and the Member States. The reluctance of
the politicians concerned to publicise the de-
tails of China’s coercion has contributed to
a knowledge gap and lack of policy respons-
es. The specific Kubera/Vystrcil case is rather
unique in terms of the depth and complexity
of the material which has been publicised.

The case demonstrably impacted the Czech po-
litical scene. Initially marginalised, Vystrcil’s
stance against Chinese pressure has since be-
come the mainstream position with the arriv-
al of the new government of Petr Fiala (since
2021) and its foreign policy priorities. Another
delegation led by the Speaker of the Chamber
of Deputies Markéta Pekarova-Adamova visit-
ed the island in March 20239,

Ironically, from China’s point of view, the case
helped Vystrcil to get re-elected to the Senate
in October 2022 and to retain the position of
Senate President. The disinformation cam-
paign that China conducted against him was
unsuccessful as influential Czech media re-
fused to amplify the smears and swiftly ex-
posed the campaign’s origins. Fringe media
outlets and China-affiliated state media which
publicised critical content were not able to
match the reach of the traditional mainstream
media that rallied behind Vystrcil. Overall, in
this specific case China’s attempt to coerce its
foreign opponents largely backfired as it led
to a broader political backlash and, moreover,
elevated the stature of the individual politician
who challenged it.

CONCLUSION

Several broader conclusions can be drawn from
Vystrcil’s case which offer potential building
blocks for a ‘counter-coercion toolbox’ for Eu-
ropean politicians. First of all, Vystrcil adopted
an approach of ‘passive resistance’ in which
he reiterated his resolve to proceed with the
visit — which eventually did indeed take place
in August 2020. He gave two major reasons
for his visit to Taiwan which appealed to the
domestic audience: one value-based and the
other economic. He claimed the visit showed
the importance of values and value-based for-
eign policy which dictates cooperation with
democracies around the world, such as that
of Taiwan . In this regard, Vystr¢il direct-
ly linked his visit to the human rights-based
approach embedded in Czech foreign policy
since 1989. Moreover, he claimed the visit was
morally justified as it fulfilled the wish of his
deceased predecessor. The other goal he men-
tioned was to ‘jumpstart’ the Czech economy

(20)  Sebok, F., ‘Czech Speaker of Chamber of Deputies arrives in Taiwan on a “mission”’, China Observers in Central and
Eastern Europe (CHOICE), 28 March 2023 (https://chinaobservers.eu/czech-speaker-of-chamber-of-deputies-arrives-in-

taiwan-on-a-mission/).

(21) ‘Ukazeme, ze jsme suverénni zemé, fekl Vystréil k cesté na Tchaj-wan’ [We will show that we are a sovereign country,
said Vystréil as he headed to Taiwan], iDNES, 27 August 2020 (https://www.idnes.cz/zpravy/domaci/vystrcil-predseda-
senatu-tchaj-wan-pred-cestou.A200827_052720_ domaci_kop).


https://chinaobservers.eu/czech-speaker-of-chamber-of-deputies-arrives-in-taiwan-on-a-mission/
https://chinaobservers.eu/czech-speaker-of-chamber-of-deputies-arrives-in-taiwan-on-a-mission/
https://www.idnes.cz/zpravy/domaci/vystrcil-predseda-senatu-tchaj-wan-pred-cestou.A200827_052720_domaci_kop
https://www.idnes.cz/zpravy/domaci/vystrcil-predseda-senatu-tchaj-wan-pred-cestou.A200827_052720_domaci_kop

CHAPTER 1| China’s information manipulation as a tool of political coercion | The case of the Czech Republic 13

in the wake of the Covid-19 epidemic, as well
as to promote the Czech Republic as a ‘gate-
way’ @ for Taiwanese investment in Europe.
This argument can be regarded as a deliberate
counterpoint to his opponents’ criticism that
the visit would lead to retaliation by China and
jeopardise the Czech economy.

Second, the Czech politician managed to build
a broad international coalition endorsing his
visit, both in Europe and beyond (with promi-
nent members of the Australian, Canadian and
US parliaments expressing their support). The
strategy shifted focus from the politician him-
self to the wider international backing he had
secured, diverting the attention of China and
its local allies.

Third, this specific incident exposed the lim-
itations of China’s leverage. The low level of
economic interdependence between China and
the Czech Republic meant that China simply
did not have enough ‘sticks’ at its disposal to
effectively punish the Czech Republic for its
alleged ‘misbehaviour’ ®¥. In fact, Vystr¢il’s
visit has had minimal economic impact on
trade between the two countries. Finally, he
was able to secure strong backing from the
mainstream Czech media which were open-
ly critical of China and its behaviour ?¥. This
shows the importance of understanding that
offline coercion attempts may be followed
by online smear campaigns targeting an in-
dividual politician. Pre-emptive strategies to
debunk disinformation should thus be pre-
pared in advance and deployed in time to pre-
vent Chinese online attempts to manipulate
information.

To conclude, the case of Milo§ Vystrcil’s visit
illustrates both China’s practice of using co-
ercion in international relations to advance its
self-proclaimed ‘core interests’, and possible
strategies for resisting such tactics.

(22)  ‘Tchaj-wan je ochoten vstoupit do Evropy pres Cesko, fekl Vystréil na zavér navstévy’ [Taiwan is willing to enter Europe
via the Czech Republic, Vystr¢il said at the end of the visit], CT24, 4 September 2020 (https://ct24.ceskatelevize.cz/
svet/3176244-predseda-senatu-vystrcil-konci-navstevu-tchaj-wanu-pred-odletem-se-zucastni-ekonomicke).

(23) Karaskova, ., et al., ‘China’s sticks and carrots in Central Europe: The logic and power of Chinese influence’, Association
for International Affairs (AMO), Prague, 2020. (https://mapinfluence.eu/wp-content/uploads/2020/06/Chinas-Sticks-
and-Carrots-in-Central-Europe_ policy-paper_ -1.pdf).

(24) ‘Central Europe for Sale: The politics of China’s Influence’, op.cit.


https://ct24.ceskatelevize.cz/svet/3176244-predseda-senatu-vystrcil-konci-navstevu-tchaj-wanu-pred-odletem-se-zucastni-ekonomicke
https://ct24.ceskatelevize.cz/svet/3176244-predseda-senatu-vystrcil-konci-navstevu-tchaj-wanu-pred-odletem-se-zucastni-ekonomicke
https://mapinfluence.eu/wp-content/uploads/2020/06/Chinas-Sticks-and-Carrots-in-Central-Europe_policy-paper_-1.pdf
https://mapinfluence.eu/wp-content/uploads/2020/06/Chinas-Sticks-and-Carrots-in-Central-Europe_policy-paper_-1.pdf

CHAPTER 2

THE KREMLIN'S AGENDA

IN BULGARIA

The role of pro-neutrality protests
In disinformation campaigns

by
RUMENA FILIPOVA

INTRODUCTION

Bulgaria is subject to some of the most
wide-ranging Russian influence campaigns in
Central and Eastern Europe. These campaigns
exploit distorted cultural proximity, historical
narratives shaped by Russian propaganda, and
the Kremlin’s cultivation of opaque networks
of patronage within Bulgaria’s political, busi-
ness and media spheres®. Domestic issues,
such as vested political interests in media
ownership, (self-)censorship, and low qual-
ity of content, further open the door to for-
eign authoritarian media influence. And as the
Kremlin’s war against Ukraine has unfolded,
Russia has further scaled up its information
manipulation efforts in Bulgaria.

At times, the Bulgarian authorities have
demonstrated a robust response against Rus-
sian aggression. In January 2023, then-Prime

Minister Kiril Petkov stated in an interview
with the German daily Die Welt that ‘about
a third of the ammunition needed by the
Ukrainian army in the early phase of the war
came from Bulgaria’. Under his leadership,
the country managed to provide essential aid
to Kyiv, including ‘weapons, ammunition and
diesel fuel’ and initiated the EU’s first meas-
ures against Russia’s full-scale invasion. In
retaliation, the Kremlin was swift to respond,
promptly engaging in tactics such as political
infiltration, halting gas exports, and launching
cyberattacks on postal services?. This combi-
nation of internal and external factors signifi-
cantly increased the country’s vulnerability to
anti-Western and pro-Russian narratives.

Societal receptivity to Russia’s viewpoints
is shaped by Bulgaria’s historical East-West
ambivalence and widespread sentiment in
favour of neutrality vis-a-vis Russia’s war

(1) Filipova, R., History Undone: Russia’s historical disinformation, Bulgaria’s memory politics and lessons for dealing with the past from
Central and Eastern Europe, Institute for Global Analytics, 2023 (https://globalanalytics-bg.org/2023/08/14/new-report-
history-undone-russias-historical-disinformation-bulgarias-memory-politics-and-lessons-for-dealing-with-the-past-

from-central-and-eastern-europe/).

(2) ‘Bulgaria to the rescue: How the EU’s poorest country secretly saved Ukraine’, Politico, 18 January 2023 (https://www.
politico.eu/article/bulgaria-volodymyr-zelenskyy-kiril - petkov-poorest-country-eu-ukraine/).
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against Ukraine. Attempts to forge a neutral
position are usually informed by a concealed
or explicit pro-Russian bias, whereby neu-
trality is seen as a way to weaken Bulgaria’s
pro-Western orientation, rather than ensure
security through military non-involvement
in third-party conflicts. This pro-neutrality
trend co-exists with a tug-of-war between
pro-Russian and Russia-critical politicians
and sections of society, further exacerbating
the divide between those who support Mos-
cow and Kyiv.

Various pro-Russian, anti-Ukrainian and
anti-EU narratives have been circulating in
the Bulgarian information space. These in-
clude claims that, for instance, ‘Ukrainian
grain is flooding the country’, ‘Ukrainian ref-
ugees are being hosted at luxury hotels’ or ‘the
adoption of the euro will lead to poverty’ ®).
These narratives were also amplified by the
Vazrazhdane (‘Revival’) and Bulgarian Rise
parties . Furthermore, in November 2023,
the Defence Minister Todor Tagarev accused
Vazrazhdane and the Bulgarian Socialist Party
(BSP) of spreading the pro-Kremlin narrative
that ‘the Bulgarian government could drag the
country into a military conflict with Russia’.
Tagarev voiced the belief that this might have
discouraged young people from pursuing a ca-
reer in the army®.

In these circumstances characterised by strong
Russia-leaning sentiment as well as political
flux and instability, protests that were par-
ticularly prominent in 2022 and were spear-
headed by pro-Russian actors, have served as
a tool in the Kremlin’s strategy of undermin-
ing Bulgaria’s EU and NATO commitments,
and fuelling societal polarisation. Therefore,
in contrast to the dominant Western view of
social movements as furthering the process
of democratisation, Russian-backed social

The battle of narratives
Initial perceptions in Bulgaria of Russia’s
full-scale invasion of Ukraine, 2022

Russia attacked Ukraine to fulfil its plans
to restore the Russian empire

37— 42
Russia attacked Ukraine to distract Russians

from their internal political and economic problems
I 4/ — 20

Ukraine should surrender to Russia
I 45— 3 .

Russia attacked Ukraine to remove
Nazis from power in Ukraine

I 40 — 39
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Data: Kantar Public & Science +, ‘Bulgaria’, July 2022

(3) Margova, R. and Dobreva, M., ‘Disinformation landscape in Bulgaria’, EU DisinfoLab, June 2023 (https://www.disinfo.eu/
wp-content/uploads/2023/06/20230627_ BulgariaDisinfoFS.pdf).

(4) ‘The euro is poised to become the next target of disinformation in Bulgaria’, Veridica, 30 November 2022 (https://www.
veridica.ro/en/acf/the-euro-is-poised-to-become-the-next-target-of-disinformation-in-bulgaria).

(5) ‘The pro-Russian disinformation has greatly affected the cadres in the army’, Euractiv, 15 November 2023 (https://www.
euractiv.com/section/politics/news/bulgarian-army-weakened-by-pro-russian-disinformation/).
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agitation aims to undermine Europeanisation
and promote authoritarian trends.

THE INCIDENT

Since the start of Russia’s invasion of Ukraine,
protests calling for Bulgaria to remain neutral
have been instigated by domestic pro-Russian
actors. Such organised public unrest exem-
plifies how Russia can activate its network
of pro-Kremlin local proxies - encompass-
ing political, economic and media groups and
interests - to sow division within society.
The predominantly informal means through
which Moscow establishes its leverage over
pro-Russian patronage networks in Bulgar-
ia (and indeed the wider southeast European
region) makes Russian influence even more
pernicious due to its opacity and high degree
of concealment©,

The nationalist, right-wing political par-
ty Vazrazhdane is a particularly prominent
pro-Russian actor in the Bulgarian public
sphere, which has led protests favouring Rus-
sia. Vazrazhdane has continuously dissemi-
nated Kremlin disinformation and aligns with
Moscow’s policy lines in Bulgaria’s domestic
politics. For instance, the party refused to
vote in favour of a parliamentary declaration
condemning Russia’s war on Ukraine and has
come out against imposing sanctions on the
Kremlin ™. Notably, following the start of the

Russian invasion, Vazrazhdane’s leader, Ko-
stadin Kostadinov, entered Ukraine but was
expelled by the Ukrainian authorities, who
banned him from entering the country for
the next 10 years due to the fact that he heads
a pro-Russian political party in Bulgaria and
was therefore thought to represent a threat®.

In line with Vazrazhdane’s vociferous support
for the Kremlin’s political agenda, the party
has organised protests and civil unrest call-
ing for Bulgarian neutrality in the war. These
protests condemn the dispatch of military
assistance to Ukraine and advocate for clos-
er Bulgarian-Russian political and economic
cooperation. In an incident which took place
on 3 March 2022 (when Bulgaria controver-
sially celebrates ¢ its national Independence
Day marking liberation from the Ottoman
Empire, following the Russian-Turkish War
of 1877-78), Vazrazhdane attended a com-
memoration event, at which the party’s mem-
bers and supporters carried the Russian flag,
chanted pro-Russian slogans and called for
Bulgaria’s withdrawal from NATO %,

Shortly afterwards, at the beginning of April
2022, a pro-neutrality protest convened by
Vazrazhdane was said to be motivated by the
goal to get rid of ‘national traitors’ (i.e. those
politicians and sections of society who are
critical of Moscow). Moreover, it also advocat-
ed the ‘re-establishment of Bulgarian state-
hood’ and an end to ‘foreign occupation’ (i.e.
as epitomised by NATO’s presence in Bulgaria)
and foreign interests that are trying to drag

(6)

U]

@8

©)

(10)

For more on the informal character of Russian influence, see: Filipova, R. and Shopov, V., Authoritarians on a media
offensive in the midst of war: The informational influence of Russia, China, Turkey, Iran and the Gulf states in Southeast Europe,
Konrad-Adenauer-Stiftung Media Programme South East Europe, 2022 (https://globalanalytics-bg.org/2022/12/07/report-
authoritarians-on-a-media-offensive-in-the-midst-of-war/).

Gospodinova, V. and Dimitrov, D., ‘BCII n “Bb3paskiaHe” 3ammTMxa B IapIamMmeHTa MHTepecuTe Ha Pycust’ [‘The BSP
and Revival defended Russia’s interests in Parliament’], Capital, 24 February 2022 (https://www.capital.bg/politika_i
ikonomika/bulgaria/2022/02/24/4316253_bsp_i_vuzrajdane_ zashtitiha_v_ parlamenta_interesite_na/).

‘KocTapuH KocTafiHOB 0651BM, 4e e M3TOHEH OT YKpaifHa 3apasu MHpopmanms, de e npopycku nomntuk’ [‘Kostadin
Kostadinov announced that he was expelled from Ukraine due to information that he is a pro-Russian politician’],
Svobodna Evropa [Radio Free Europe/Radio Liberty], 7 March 2022 (https://www.svobodnaevropa.bg/a/31740689.html).

The designation of 3 March as Bulgaria’s national day is controversial. The choice stems from the Treaty of San Stefano,
signed on this day in 1878 between Russia and the Ottoman Empire. The treaty is seen as a problematic foundation for
marking Bulgaria’s liberation as it was preliminary in character, sought to advance Russian interests, and excluded other
Great Powers.

‘BuroBe “mpepaTenn” u pycKy 3HaMeHa nocpemnjHaxa Kvipu IleTkoB Ha IllInnka’ [‘Kiril Petkov was met with “traitor”
chants and Russian flags on Shipka’], Mediapool, 3 March 2022 (https://www.mediapool.bg/vikove-predateli-i-ruski-
znamena-posreshtnaha-Kkiril-petkov-na-shipka-news332915.html).
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the country into a war in which Sofia has os-
tensibly no stake Y. A similar protest against
Bulgaria’s provision of military aid to Ukraine
also took place in May 2022 @ following
Ukrainian Foreign Minister Dmytro Kule-
ba’s visit to Sofia earlier, on 19 April. These
protests spurred further initiatives by vari-
ous pro-Russian groups calling for neutrali-
ty. For instance, the Public Council ‘Bulgaria
for Peace and Neutrality’ launched a petition,
arguing that pacifist goals are best served via
non-interference in Russia’s war in Ukraine
and the demilitarisation of Bulgaria through
the withdrawal of NATO’s presence from the
country. They claimed that Sofia’s Alliance
membership jeopardises Bulgaria’s positive
relations with Moscow, undermines sover-
eignty, and fosters geopolitical instability due
to NATO’s alleged incitement of conflicts *3.

Vazrazhdane’s supporters (along with those of
the Bulgarian Socialist Party) additionally pro-
tested in front of the Sofia Municipality build-
ing against the process of renaming streets
adjacent to the Russian embassy ‘Heroes of
Ukraine’ and ‘Boris Nemtsov’ . A public
petition that opposed the renaming gathered
over 2600 signatures ). The party has also
repeatedly attempted to forcefully remove the
Ukrainian flag from the Municipality building.

These protest activities have been accompa-
nied by an aggressive disinformation strat-
egy. Vazrazhdane’s posts on Facebook (and

increasingly Telegram and TikTok), which
promote anti-Western content, garner sig-
nificant online engagement rate attracting
thousands of likes and shares. Pro-neutrality
positions are also amplified by mainstream
print and online media. For instance, the dai-
ly newspaper Trud extensively publishes Vaz-
razhdane’s statements and blames Ukraine’s
renunciation of a neutral position for causing
the war“®, Other newspapers like Filter claim
that Bulgarian neutrality is the only common-
sense position in the war. It draws historical
analogies with World War I, where a simi-
lar lack of commonsense among Bulgarian
‘hawks’, who called for Bulgaria to take a cer-
tain stance, purportedly led to the country be-
coming party to the conflict 7,

THE EFFECTS

The protests in favour of neutrality have had
a significant impact on Bulgaria’s social and
political scene, influencing attitudes, policy
stances and even electoral outcomes.

From the outset of Russia’s aggression against
Ukraine, the far-right, nationalist end of the
spectrum have been the most vociferous pro-
ponents of a pro-neutrality discourse, feeding
into and shaping mainstream discussions on
the issue. This discourse, also adopted by

(11) Mitov, B., ‘Ilog pyckoTo 3Hame. “Bb3pakaHe” CBMKA IPOTECT 3a “HeyTpanuTeT” cnpsiMo BoiHaTa B YKpaiina’' [‘Under
the Russian flag. Revival calls a protest for “neutrality” on the war in Ukraine’], Svobodna Evropa, 6 April 2022 (https://

www.svobodnaevropa.bg/a/31788914.html).

(12) Darik News, ‘[Ia mporecra - ,,3a“ 1 ,,IpOTMB" BOeHHa NOMOLL 3a YKpaliHa Kpaii napiaamenTa’ [‘Two protests - “for”
and “against” military aid to Ukraine around Parliament’], 4 May 2022 (https://dariknews.bg/novini/bylgariia/dva-
protesta-za-i-protiv-voenna-pomosht-za-ukrajna-kraj-parlamenta-2309360).

(13)  Public Council ‘Bulgaria for Peace and Neutrality’, ‘Iloaunus 3a Mup, HeyTPAIUTET U JeMWINTapu3anus B Buarapus!’
[‘Position on peace, neutrality and demilitarization in Bulgaria!], 2022 (https://www.peticiq.com/353082).

(14) Karanyotova, K., ‘IIpoTect cpenty anes “Tepoute Ha Vkpaiua”, mwi. “Bopuc HeMuoB” 1 yKpanHCKOTO 3HaMe Hpef
CronymyHaTa obmmHa’ [‘Protest against “Heroes of Ukraine” alley, “Boris Nemtsov” square and the Ukrainian flag in
front of Sofia Municipality’], BNT, 21 April 2022 (https://bntnews.bg/news/protest-sreshtu-aleya-geroite-na-ukraina-pl-
boris-nemcov-i-ukrainskoto-zname-pred-stolichnata-obshtina-1192402news.html).

(15) ‘Hermumsa: [lpoTuB npeMmeHyBaHe Ha anesiTa 4O PycKOTO moconcTBo Ha “Teponte Ha VrparHa”’ [Petition: Against
the renaming of the alley next to the Russian Embassy into “Heroes of Ukraine”], Peticiq.com (https://www.peticiq.

com/361121).

(16) ‘“Bbapaskmane”: Buiarapus Tpsab6Ba #a 3amasu a6comoreH HeyTpanmTeT (BUIEO)’ [‘Vazrazhdane: Bulgaria needs to keep

absolute neutrality (VIDEOY’, Trud, 5 April 2022.

(17)  Antonov, S., ‘KpuBopas6panara gusepcuduranus’ [‘Diversification wrongly understood’], Filter, Issue 15, 11 May - 17
May 2022, p. 19; Hristov, 1., ‘Pycocdnnm n pycodoby fa He pa3BsiBaT YyKAM 3HaMeHa B Bwirapus‘ [‘Russophiles and
Russophobes should not wave foreign flags in Bulgaria’], Filter, Issue 10, 6 April - 12 April 2022, p.21.
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other pro-Russian political actors such as the
Bulgarian Socialist Party, relies on propagan-
distic slogans. Calls for neutrality have been
premised on establishing a false equivalence
between weapons exports to Ukraine and the
involvement of Bulgaria in a direct military
confrontation with Russia (a supposed conse-
quence said to amount to ‘treason’ against
Bulgarian national interests). These argu-
ments advocate Bulgaria’s non-interference
in the war and position Sofia as a potential
mediator between Moscow and Kyiv.

public-political discourse, pub-
lic opinion polls have reflect-

In line with the prevailing ublic opinion
P polls have

protest against neutrality and expressed their
support for Ukraine; in May 2022, a demon-
stration urging the government to send weap-
ons to Kyiv took place alongside a protest
against the provision of military aid; and later
in that month a march against Russian fas-
cism led to clashes with Kremlin supporters
in front of the former monument to the Soviet
army in Sofia®). The confrontations around
the monument further reignited tensions over
how to deal with the Russian and Soviet his-
torical legacy in Bulgaria. A civic initiative
known as ‘Dusk for Light’ called
on mayors to extinguish lights
illuminating Soviet statues, to
indicate Bulgarians’ readiness

ed a widespread preference for reflected a to break free from dependence
neutrality. Over 60 % of polled Widespread on the Kremlin, support dem-
Pulgarlalr;s expre.ss?d this view preference for ocrat.lc values {n Europe and
in 20228, A majority (67 %) of . Ukraine and ultimately remove
the Bulgarian respondents did neUtrallty' these monuments symbolis-

not think that a Russian victory

in Ukraine would pose a threat

to Bulgaria as the next target country %, And
by the second half of March 2022, 42 % ex-
pressed the view that the EU’s sanctions on
Russia were too harsh @9,

At the same time, despite the presence of
a neutrality-leaning majority, the pro-Russian
rallies spearheaded by Vazrazhdane have
sparked opposition from sections of socie-
ty critical of Moscow, occasionally resulting
in clashes. In April 2022, citizens gathered to

ing the Soviet occupation of
Bulgaria 3,

This polarisation was reflected in opinion
polls conducted in 2022, 2023 and 2024. Re-
spondents polled in 2022 were divided in their
assessment as to whether Russia’s attack on
Ukraine could be justified or not: 41 % thought
it could, whereas 44 % disagreed. In both 2023
and 2024, the same and unchanged proportion
of Bulgarians surveyed, standing at 47 %, con-
sidered that the West and/or Ukraine could be
blamed for the start of the war as against 44 %

(18) Kantar Public, Uncertain times: The transmission of information and views on the war in Ukraine, Free Press for Eastern Europe,
July 2022; Hadjiski, V., ‘“MapreT nmHKc”: O6111eCTBOTO € 3a HeyTPaJIUTET CIPSIMO BOMHATA, NOJKPEISIITEe YIEHCTBOTO
B HATO ce yBenmuaBat' [‘Market links: Society is in favour of neutrality regarding the war, those who support NATO
membership are increasing’], Dnevnik, 1 April 2022 (https://www.dnevnik.bg/bulgaria/2022/04/01/4331564_ market__
links_ obshtestvoto_e_ neutralno_ spriamo_ voinata/?ref=home_ layer2).

(19)  Uncertain times: the transmission of information and views on the war in Ukraine, op.cit.

20 Gallup International, ‘“T'ytachbT Ha xopaTa”: O6IECTBEHOTO MHEHME Ha eBPOIEMCKITE IPAsKAAHM 3a BOMHATA B YKparHa’
p p p P p
[*“The voice of the people”: The public opinion of European citizens regarding the war in Ukraine’], 2022 (https://www.
gallup-international.bg/45723/public-opinion-of-european-citizens-on-the-war-in-ukraine/).

(21) ‘IBa mpotecra - ,3a“ u ,,ipoTMB" BoeHHa noMoI 3a YKpaliHa Kpay napaamenta’ [‘“Two protests - “for” and “against”
military aid to Ukraine around Parliament’], Darik News, 4 May 2022 (https://dariknews.bg/novini/bylgariia/dva-
protesta-za-i-protiv-voenna-pomosht-za-ukrajna-kraj-parlamenta-2309360); ‘@acajjaTa Ha pyCKOTO IIOCOTICTBO
B Cocust rperiHa c mnka Ha Xutinep’ [‘The facade of the Russian Embassy in Sofia was lit up with Hitler’s image’],
Mediapool, 9 May 2022 (https://www.mediapool.bg/fasadata-na-ruskoto-posolstvo-v-sofiya-greina-s-lika-na-hitler-

news335358.html).

(22) ‘Kmerose Ha Bbirapus, uskmodere B leHs1 Ha HE3aBMMOCTTA IPO’KEKTOPUTE Ha ChbBeTcKuTe mameraunu!’ [‘Mayors
in Bulgaria, turn off the projectors on the Soviet monuments on Independence Day!’], Marginalia, 2022 (https://www.
marginalia.bg/aktsent/kmetove-na-balgariya-izklyuchete-v-denya-na-nezavimostta-prozhektorite-na-savetskite-

pametnitsi/).
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Who is to blame?
Bulgarian public opinion in 2023 and 2024 on
Russia’s full-scale invasion of Ukraine

2023

Do not know

Ukraine that oppressed
Russian-speaking part
of population X3

ZXWA Russia that
invaded Ukraine

The West that
provoked Russia

2024

Do not know

Ukraine that oppressed
Russian-speaking part
of population

ZERN Russia that
invaded Ukraine

The West that
provoked Russia

Data: Adapted from Institute for Global Analytics,
‘Bulgarian Public Opinion, 2024, p.9, 2024

who pinned responsibility for the aggression -
in line with actual events - on the Kremlin ?3,
More Bulgarians (41 % as against 34 %) con-
sidered that those parts of Ukraine which are
predominantly inhabited by Russian-speaking
populations should not belong to Russia.
Yet a majority of Bulgarians (45 % vs 32 %)
thought that Ukraine should not surrender to
Russia. Bulgarian respondents were also sup-
portive of Ukraine’s Euro-Atlantic integration,

with 53 % and 43 %, respectively, favouring
Kyiv’s EU and NATO accession 4,

The dominant preference for neutrali-
ty, coupled with opposition to Bulgaria’s
non-committal attitude to Russia’s invasion of
Ukraine on the part of a smaller but vocal part
of society, may have contributed to the reti-
cence in Bulgarian foreign policy. For exam-
ple, particularly at the beginning of the war,
the Bulgarian authorities’ position on sending
military assistance to Ukraine remained hes-
itant. Two months and a half after the start
of the war, then Prime Minister Kiril Petkov
attempted to mediate between different so-
cietal preferences and placate his coalition
government partners (primarily the socialists
who adamantly opposed sending weapons to
Ukraine, maintaining that this would be an
overt act of hostility against Moscow). This
resulted in a compromise decision: the Bul-
garian parliament voted to approve the provi-
sion of military-technical assistance focused
on repairing Ukrainian military hardware, but
not the direct shipment of weapons. This at
once moved Bulgaria in the direction of con-
tributing military aid, while stopping short of
openly and publicly sending weapons exports
outright as a way of appeasing pro-Russian
forces . Following the collapse of Petkov’s
government, caretaker governments appoint-
ed by President Rumen Radev stepped up their
rhetoric on neutrality and alluded to a reversal
of the parliamentary resolution. More weap-
ons, they argued, would lead to an escalation
of the war; peace, on the other hand, could
only be achieved through negotiations (26,
However, the newly-formed government led
by Prime Minister Nikolay Denkov once again
demonstrated resolute support for Ukraine

(23) Filipova, R., ‘Teetering on the brink of regional convergence: Bulgarians’ stances on Russia’s war against Ukraine,
strategic orientation, democracy, media and values vis-a-vis Central and Eastern Europe’, Briefing Paper No 3, Institute
for Global Analytics, September 2023, p. 6 (https://globalanalytics-bg.org/2023/10/19/new-briefing-paper-teetering-
on-the-brink-of-regional-convergence/); Filipova, R., ‘Bulgarian public opinion, 2024: Increasing commitment to allies
and improving perceptions of media freedom amid continuous East-West ambivalence’, Briefing Paper No 6, Institute
for Global Analytics, April 2024, p. 9 (https://globalanalytics-bg.org/2024/05/10/briefing-paper-6-bulgarian-public-

opinion-2024/).

(24)  Uncertain times: The transmission of information and views on the war in Ukraine, op.cit.

(25) Filipova, R., ‘Bulgaria’s balancing act’, Eurozine, 2022 (https://www.eurozine.com/bulgarias-balancing-act/).

(26) Filipova, R., ‘Bulgaria: Drifting apart from Europe’, Eurozine, 2023 (https://www.eurozine.com/Bulgaria-drifting-apart-

from-europe/).
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through military aid and committed itself to
combating Russian propaganda in Bulgaria.

The intensive promotion of pro-Russian and
anti-NATO stances favouring neutrality, along
with accompanying disinformation on social
and mainstream media, has driven a signifi-
cant increase in Vazrazhdane’s electoral sup-
port. The party’s share of the vote nearly
tripled, increasing from 4.86 %
in the November 2021 parlia-
mentary elections, to 10.18 % in
the October 2022 elections and
to 14.16 % in April 2023 . In
the June 2024 parliamentary
elections, Vazrazhdane’s sup-
port declined somewhat to
13.98 %, not least because an-
other pro-Kremlin party, Veli-
chie (translated as ‘Greatness’)
made it to Parliament with
4.07 % of the vote®®. Vazrazh-
dane‘s consistent presence,
alongside that of other pro-Russian parties, in
the Bulgarian political landscape means that it
can continue to forcefully support the Krem-
lin’s agenda.

THE RESPONSE

Since the start of Russia’s war against
Ukraine, parts of the Bulgarian political elite

he intensive

promotion
of pro-Russian
and anti-NATO
stances has driven
a significant
increase in
Vazrazhdane’s
electoral support.

Hacking minds and machines | Foreign interference in the digital era

and the intelligence services have undertaken
to expose the subversive activities of domes-
tic pro-Russian actors. These actors operate
within opaque and corrupt networks that Rus-
sia can manipulate to advance its own policy
priorities, including through stoking division
and tension in Bulgarian society.

In its annual report for 2021, Bulgaria’s State
Agency for National Securi-
ty, which is responsible for
counterintelligence, noted the
Kremlin’s extensive hybrid ac-
tivities aimed at maintaining
and expanding Russian influ-
ence in the Black Sea region.
The report details the Agen-
cy’s countermeasures against
the activities of Russian intel-
ligence services in Bulgaria .
Moreover, investigations by the
Bulgarian counterintelligence
agency that have not been fully
disclosed publicly reportedly reveal that Bul-
garian politicians, journalists and analysts
receive payments from the Kremlin in order
to influence public opinion in a pro-Russian
direction ®?, In 2022 Bulgaria expelled 70
Russian embassy staff and more recent-
ly new cases of pro-Russian espionage have
been exposed within the counterintelligence
agency ®Y. The decision to expel Russian dip-
lomats was also motivated by intelligence in-
formation that they had conducted activities

(27) Central Election Commission, U360pu 3a Hapoguu npecraButenu [Elections for national representatives, 14 November
2021 - Results] (https://results.cik.bg/pvrns2021/turl/rezultati/index.html); Central Election Commission, 360pu 3a
HapOJHM NIPeCcTaBUTENN, 2 OKTOMBpM 2022 T. — peaynraTu [Elections for national representatives, 2 October 2022 -
Results] (https://results.cik.bg/ns2022/rezultati/index.html); Central Election Commission, Mi360pu 3a HapogHM
IIpecTaBUTENN, 2 anpui 2023 . — peaynTatyu [Elections for national representatives, 2 October 2023 - Results] (https://

results.cik.bg/ns2023/rezultati/index.html).

(28) Central Election Commission, ‘/1360pu 3a HaPOJHM IIPECTaBUTENN, 9 FOHM 2024 T. — pesyaratn’ [Elections for national
representatives, 9 June 2024 - Results] (https://results.cik.bg/europe2024/rezultati/index.html).

(29) ‘“Puck 3a curypHocTTa Ha rasoBute focraBku”. oxtag Ha JAHC roBopu 3a 3aBucumMocTTa 0T Pycus’ [‘“A risk for
the security of gas supplies”. A report of the State Agency for National Security talks about the dependence on Russia’],
Svobodna Evropa, 14 September 2022 (https://www.svobodnaevropa.bg/a/32033015.html).

(30) Milcheva, E., ‘Koit B3uma xuasigapKuTe oT Pycusi, Heka paz6epem uctuaaTa’ [‘Who takes money from Russia, let’s learn

the truth’], Deutsche Welle, 4 July 2022.

(31) ‘IAHC paskpwm pycku pasy3HaBauu, IpeACTaBsuM ce 3a 6barapn’ [‘The State Agency for National Security exposed
Russian intelligence officers, who posed as Bulgarians’], Svobodna Evropa, 26 February 2024 (https://www.

svobodnaevropa.bg/a/dans-ruski-shpioni/32835953.html).
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directed against the Bulgarian state, including
hybrid attacks ©#?.

Despite such measures aimed at curtailing
Russian influence in Bulgaria, however, polit-
ical instability, inconclusive elections ¥ and
the fact that significant parts of the politi-
cal spectrum demonstrate explicit or implicit
pro-Russian leanings hamper the formulation
of a consistent strategy against Russian inter-
ference in the spheres of the media, politics
and economics. In particular, Bulgarian au-
thorities’ capacity to respond to information
threats still needs to be improved. For a long
period of time, the country’s governance
framework has been characterised by rela-
tive inaction and an insufficient recognition
of the challenges posed by (pro-Kremlin) dis-
information. While Prime Minister Denkov’s
government, which took office in June 2023,
initiated a comprehensive assessment of na-
tional vulnerabilities within a risk-fraught
global informational environment, more
needs to be done in this vein. Moreover, fre-
quent changes in government militate against
continuity in tackling disinformation, when-
ever the latter is identified as a policy con-
cern. For their part, EU-level initiatives have
been slowly taken up without generating sig-
nificant public debate about their merits and
results. Civil society has therefore taken the
lead in efforts to counter Russian media in-
fluence, as demonstrated by the development
of media literacy tools and their introduction
in the school curriculum. Civil society actors
have also advocated for stronger journalistic
practices.

Overall, therefore, the continuing hold of Rus-
sian propaganda over the Bulgarian public’s
mindset amid ongoing domestic social and po-
litical instability, creates a noticeable vulner-
ability. This situation, with the ever-present
possibility of government collapse, pro-
vides a dangerous opening for the Kremlin to

exploit societal divisions and pull Bulgaria to-
wards the Russian orbit, undermining Sofia’s
Euro-Atlantic commitments.

(32) Hadjiski, V., ‘TleTKoB 3araTHa 3a Bp'b3Ka Ha M3rOHEHUTE PYCKM AUIUIOMAaTHU ¢ XM6pUAHM aTaku (06HOBeHa) [‘Petkov
alluded to a connection between the expelled Russian diplomats and hybrid attacks (updated)’], Dnevnik, 21 March
2022 (https://www.dnevnik.bg/bulgaria/2022/03/21/4326829_ desetimata_ ruski_ diplomati_ obiaveni_za_ persona__

non/?ref=home_ layer2).

(33) Between April 2021 and June 2024 Bulgaria held six rounds of elections and a seventh round is expected in the autumn of

2024,


https://www.dnevnik.bg/bulgaria/2022/03/21/4326829_desetimata_ruski_diplomati_obiaveni_za_persona_non/?ref=home_layer2
https://www.dnevnik.bg/bulgaria/2022/03/21/4326829_desetimata_ruski_diplomati_obiaveni_za_persona_non/?ref=home_layer2
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THE SILENT SIEGE

Cyber-enabled IP theft in the foreign

Interference landscape

by
BART HOGEVEEN

INTRODUCTION

Almost two and a half years. That is how long
a hacker group was able to snoop around un-
detected on the corporate networks of NXP,
Europe’s  second-largest semiconductors
manufacturer. This extensive access gave
them ample time to become familiar with
the company’s IT systems, allowing them to
steal chip designs and sift through financial
data. The breach was only detected in early
2020, two years after US chip giant Qualcomm
launched a bid to acquire NXP™. The takeover,
worth USD 44 billion, failed when the Chinese
regulator withheld approval .

Did the Chinese authorities possess informa-
tion that they should not have had, or gain in-
sights through unfair means, to influence this
commercial decision?

Intellectual property (IP) is an essential asset
underpinning economies that are driven by
research, innovation and access to new tech-
nologies. Therefore, IP protection is a fun-
damental pillar of the trading regime of the
World Trade Organization (WTO) through the
Agreement on Trade-Related Aspects of Intel-
lectual Property Rights. The European Patent
Office estimates that 47 % of the EU’s GDP is
generated by IP-intensive businesses *).

As the advanced economies of the 2010s were
at the peak of digitisation, Western govern-
ments also began to realise that certain in-
dustries and sectors were becoming targets
of sophisticated cyber-enabled infiltrations.
In 2008, amidst broader leadership and man-
agement issues, the Canadian telecommuni-
cations manufacturer Nortel collapsed after it
came to light that design documents of their
then world-leading fibre-optics equipment

(1) Hijink, M., ‘Spionage: Chinese hackersgroep zat jarenlang in het netwerk van de Nederlands chipfabrikant NXP’
[Espionage: Chinese hacker group was hiding in the network of Dutch chip manufacturer NXP for years], NRC, 24
November 2023 (https://www.nrc.nl/nieuws/2023/11/24/spionage-chinese-hackersgroep-zat-jarenlang-in-het-netwerk-

van-de-nederlandse-chipfabrikant-nxp-a4182149).

(2) Clark, D., ‘Qualcomm scraps $44 billion NXP deal after China inaction’, New York Times, 25 July 2028 (https://www.
nytimes.com/2018/07/25/technology/qualcomm-nxp-china-deadline.html).

(3) European Patent Office and EU Intellectual property Office, ‘IPR-intensive industries and economic performance in the
European Union: Industry-level analysis report’, 4th edition, October 2022 (https://documents.epo.org/projects/babylon/
eponet.nsf/0/33DCE530D888258BC12588D7004539D1/S$File/ipr-intensive_industries_and_ economic_ performance_in_

the_EU_2022_ en.pdf).


https://www.nrc.nl/nieuws/2023/11/24/spionage-chinese-hackersgroep-zat-jarenlang-in-het-netwerk-van-de-nederlandse-chipfabrikant-nxp-a4182149
https://www.nrc.nl/nieuws/2023/11/24/spionage-chinese-hackersgroep-zat-jarenlang-in-het-netwerk-van-de-nederlandse-chipfabrikant-nxp-a4182149
https://www.nytimes.com/2018/07/25/technology/qualcomm-nxp-china-deadline.html
https://www.nytimes.com/2018/07/25/technology/qualcomm-nxp-china-deadline.html
https://documents.epo.org/projects/babylon/eponet.nsf/0/33DCE530D888258BC12588D7004539D1/$File/ipr-intensive_industries_and_economic_performance_in_the_EU_2022_en.pdf
https://documents.epo.org/projects/babylon/eponet.nsf/0/33DCE530D888258BC12588D7004539D1/$File/ipr-intensive_industries_and_economic_performance_in_the_EU_2022_en.pdf
https://documents.epo.org/projects/babylon/eponet.nsf/0/33DCE530D888258BC12588D7004539D1/$File/ipr-intensive_industries_and_economic_performance_in_the_EU_2022_en.pdf
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had been exfiltrated a few years previously .
In 2014, the US Department of Justice indicted
hackers of the People’s Liberation Army (PLA)
for cyber-enabled economic espionage against
companies in the nuclear power, metals and
solar industries ). Between 2009 and 2022,
the number of cases of state-sponsored cy-
ber campaigns quadrupled, of which 20-30 %
relate to espionage efforts targeting pri-
vate firms.

That is the background against which the
leaders of the United States and China reached
an agreement in 2015, and later together
with the other members of the G20, stipulat-
ing that: ‘no country should conduct or sup-
port ICT-enabled theft of intellectual property,
including trade secrets or other confidential
business information, with the intent of pro-
viding competitive advantages to companies
or commercial sectors’ .

Theft of IP is not a new phenomenon, nor is
economic espionage. While most countries
have legislation in effect that criminalises
both practices on their territory, international
law does not explicitly prohibit state-on-state
espionage even when it is of an economic na-
ture ®. State-on-company cyberespionage,
however, is a different ballgame.

The G20 agreement provides a frame-
work for addressing cyber-enabled IP theft
by state actors. The agreement condemns
state-sponsored cyber operations that steal IP

Spike in state-sponsored

cyber operations

Increase in reported incidents of state-sponsored
operations from 2009 to 2023

150

Total acts
124

100 Espionage
acts

101

Private sector
affected
47

Private sector
targeted
24

50

2009 2015 2020 2023

Data: Council on Foreign Relations,
Cyber Operations Tracker, 2024

from companies and research institutions in
other jurisdictions and when they then pro-
vide local companies with an unfair competi-
tive advantage. With illegally acquired IP, local
beneficiary companies would be able to leap-
frog research and development time and costs,
offer services and products below competitive
market prices, manipulate trade contracts or
dispute settlements and ‘squat’ patents.

This chapter looks at the phenomenon of
state-supported acts of cyber-enabled theft
of intellectual property ® (also known as

4

()

(6)

U]
@)

©)

Calof, J., ‘An overview of the demise of Nortel Networks and key lessons learned: Systemic effects in environment,
resilience and black-cloud formation’, University of Ottawa, February 2014 (https://sites.telfer.uottawa.ca/nortelstudy/
files/2014/02/nortel -summary-report-and-executive-summary.pdf); Cooper, S., ‘Inside the Chinese military attack on
Nortel’, Global News, 25 August 2020 (https://globalnews.ca/news/7275588/inside-the-chinese-military-attack-on-
nortel/).

US Department of Justice, ‘US charges five Chinese military hackers for cyber espionage against US corporation and a labor
organization for commercial advantage’, Press release, 19 May 2024 (https://www.justice.gov/opa/pr/us-charges-five-
chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor).

The White House, ‘Remarks by President Obama and President Xi of the People’s Republic of China in Joint Press
Conference, 25 September 2015 (https://obamawhitehouse.archives.gov/the-press-office/2015/09/25/remarks-president-
obama-and-president-xi-peoples-republic-china-joint).

G20 Leaders’ Communiqué Antalya Summit, 15-16 November 2015, paragraph 26 (https://www.consilium.europa.eu/
media/23729/g20-antalya-leaders-summit-communique.pdf).

Lotrionte, C., ‘Countering state-sponsored cyber economic espionage under international law’, North Carolina Journal of
International Law and Commercial Regulation, Vol. XL, 2015, pp 443-538 (https://securitypolicylaw.syr.edu/wp-content/
uploads/2015/06/Lotrionte_ Countering_ State_ Sponsored_ Cyber_ Economic_ Espionage.pdf).

Intellectual property (IP) refers to items that are the property of the mind or proprietary knowledge. It involves patents,
trademarks, registered designs, geographical indications and copyrights but also sensitive business information and trade
secrets as well as foundational (unpublished) research.


https://sites.telfer.uottawa.ca/nortelstudy/files/2014/02/nortel-summary-report-and-executive-summary.pdf
https://sites.telfer.uottawa.ca/nortelstudy/files/2014/02/nortel-summary-report-and-executive-summary.pdf
https://globalnews.ca/news/7275588/inside-the-chinese-military-attack-on-nortel/
https://globalnews.ca/news/7275588/inside-the-chinese-military-attack-on-nortel/
https://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor
https://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor
https://obamawhitehouse.archives.gov/the-press-office/2015/09/25/remarks-president-obama-and-president-xi-peoples-republic-china-joint
https://obamawhitehouse.archives.gov/the-press-office/2015/09/25/remarks-president-obama-and-president-xi-peoples-republic-china-joint
https://www.consilium.europa.eu/media/23729/g20-antalya-leaders-summit-communique.pdf
https://www.consilium.europa.eu/media/23729/g20-antalya-leaders-summit-communique.pdf
https://securitypolicylaw.syr.edu/wp-content/uploads/2015/06/Lotrionte_Countering_State_Sponsored_Cyber_Economic_Espionage.pdf
https://securitypolicylaw.syr.edu/wp-content/uploads/2015/06/Lotrionte_Countering_State_Sponsored_Cyber_Economic_Espionage.pdf
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economic cyberespionage) for commercial
gain and establishes where this is becoming
a form of foreign interference. The latter re-
fers to activities of foreign states that are co-
ercive, corrupting, deceptive and clandestine
in nature, and seek to advance those states’
strategic, political, military, social or econom-
ic goals at the expense of the victim nation’s
sovereignty, values and national interests 0,

THE INCIDENT

To further demonstrate how economic cyber-
espionage unfolds, the following section de-
scribes a campaign of ‘massive IP theft’ that
was reported by a cybersecurity company and
that explicitly draws a connection between IP
theft, state-supported hackers and financial
consequences.

In May 2022 the US-Israeli cybersecurity
group Cybereason disclosed Operation Cuck-
ooBees: a campaign where hackers managed
to exfiltrate hundreds of gigabytes of infor-
mation from some 30 multinational com-
panies worth trillions of US dollars. The
attackers spent years undetected to stealthily
‘conduct reconnaissance and identify valua-
ble data’. They targeted intellectual property
developed by the victim companies, including

‘sensitive documents, blueprints, diagrams,
formulas, and manufacturing-related propri-
etary data’ 9,

Cybereason holds the Winnti Advanced Per-
sistent Threat (APT) group responsible for
the operation. This group shares a signifi-
cant number of tactics, techniques and proce-
dures (TTPs) with APT41. Western intelligence
agencies consider them to be affiliated with
China’s Ministry of State Security (MSS) #2,
The designation APT is given to ‘continuous,
clandestine, and sophisticated hacking tech-
niques’ that amount to ‘complex and cov-
ert cyber-attacks’ and which involve ‘highly
skilled actors, usually targeting high-profile
organisations’. They are often sponsored or
supported by state agencies “¥. The MSS,
China’s agency responsible for collecting in-
telligence and its conglomerate of operating
units ™), including at provincial and munici-
pal levels, has been described by the US gov-
ernment as ‘an intelligence enterprise that
includes contract hackers who also conduct
unsanctioned cyber operations worldwide, in-
cluding for their own personal profit’ *.

In the case of Operation CuckooBees, hackers
gained access through basic means of com-
promise, such as spearphishing ¢ and social
engineering. After this initial entry they de-
ployed sophisticated TTPs that included se-
lective targeting, relentless persistence and

(10)

(11)

(12)

(13)

(14)
(1)

(16)

Based on the definition of foreign interference used by the Australian Government Department of Home Affairs (https://
www.homeaffairs.gov.au/about-us/our-portfolios/national -security/countering-foreign-interference/).

Cybereason, ‘Operation CuckooBees: Cybereason uncovers massive Chinese intellectual property theft operation’, 4 May
2022 (https://www.cybereason.com/blog/operation-cuckoobees-cybereason-uncovers-massive-chinese-intellectual -
property-theft-operation). In October 2022, cybersecurity firm Symantec added to this reporting, noting a continuation of
the same type of activities targeting organisations in Hong Kong (https://symantec-enterprise-blogs.security.com/blogs/
threat-intelligence/spyder-loader-cuckoobees-hong-kong).

Mandiant, ‘APT41, a dual espionage and cyber crime operation’, Report, February 2022 (https://www.mandiant.com/sites/
default/files/2022-02/rt-apt41-dual-operation.pdf); US Department of Justice, ‘United States of America v Jinag Lizhi,
Qian Chuan and Fu Qiang’, Grand Jury, 7 May 2019 (https://www.justice.gov/opa/press-release/file/1317206/download).

HackerOne, ‘What are Advanced Persistent Threats?’ (https://www.hackerone.com/knowledge-center/advanced-
persistent-threats-attack-stages-examples-and-mitigation); Kaspersky, ‘What is an Advanced Persistent Threat (APT)?’
(https://www.kaspersky.com/resource-center/definitions/advanced-persistent-threats).

Ibid.

The White House, *The United States, joined by allies and partners, attributes malicious cyber activity and irresponsible
state behavior to the People’s Republic of China’, Statement, 19 July 2021 (https://www.whitehouse.gov/briefing-room/
statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-
and-irresponsible-state-behavior-to-the-peoples-republic-of-china/). See also: Uren, T., ‘Risky Biz Briefing: The
i-SOON data leak’, Seriously Risky Business, 22 February 2024 (https://news.risky.biz/risky-biz-briefing-the-i-soon-data-
leak/).

Attempts, often through email, to trick people into revealing sensitive information (personal, financial or account data) or
installing malware.


https://www.cybereason.com/blog/operation-cuckoobees-cybereason-uncovers-massive-chinese-intellectual-property-theft-operation
https://www.cybereason.com/blog/operation-cuckoobees-cybereason-uncovers-massive-chinese-intellectual-property-theft-operation
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/spyder-loader-cuckoobees-hong-kong
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/spyder-loader-cuckoobees-hong-kong
https://www.mandiant.com/sites/default/files/2022-02/rt-apt41-dual-operation.pdf)
https://www.mandiant.com/sites/default/files/2022-02/rt-apt41-dual-operation.pdf)
https://www.justice.gov/opa/press-release/file/1317206/download
https://www.hackerone.com/knowledge-center/advanced-persistent-threats-attack-stages-examples-and-mitigation
https://www.hackerone.com/knowledge-center/advanced-persistent-threats-attack-stages-examples-and-mitigation
https://www.kaspersky.com/resource-center/definitions/advanced-persistent-threats
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://news.risky.biz/risky-biz-briefing-the-i-soon-data-leak/
https://news.risky.biz/risky-biz-briefing-the-i-soon-data-leak/
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APT 41
Timeline of attacks
Undetermined Targeting of
actiyity healthca[e sectors

Team Viqwer ShadowHammer

ShagiowPad

CuckooBees )

Global intrusion
(Citrix and Cisco exploits)

ColumnTK

2012 2014 2016

agility when victim organisations plugged
holes in their IT security systems. Their tool-
set included the misuse of supply chain com-
promises, compromised digital certificates,
and bootkits - assets that require a high level
of technical proficiency and expertise to de-
ploy covertly 7,

Targets involved technology and manufac-
turing companies located in Asia, Europe and
North America, and the attacks mirrored the
tactics of APT 41 which tends to ‘target in-
dustries in a manner generally aligned with
China’s Five-Year economic development
plans’ 8, The attackers focused on the health-
care sector, pharmaceuticals, high-tech sem-
iconductors and advanced hardware, electrical
vehicles, and telecommunications. Cybersecu-
rity researchers also believe this APT aims to
‘gather intelligence ahead of imminent events,
such as mergers and acquisitions and politi-
cal events’*9,

2020 2022

Data: The Mitre Corporation, 2022

THE EFFECTS

Measuring the impact of cyberespionage and
IP theft is notoriously difficult. Cases like the
NXP hack and Operation CuckooBees show
that the consequences of economic cyberes-
pionage are often not discerned or recognised
until years after the incident ®. Also, most
companies - even when aware of a compro-
mise - are often reluctant to disclose breaches
to shareholders let alone local authorities. For
instance, NXP, after they discovered that they
had been compromised, downplayed the sig-
nificance of the infiltration, maintaining that
it had not incurred ‘a material adverse ef-
fect on our business’ Y. Finally, establishing
a causal relationship between the infiltration
of IT networks and the loss of profitability
and competitiveness is near-impossible. As
a result, the true effects of these activities can
only be estimated.

(17) Mandiant, ‘APT41, a dual espionage and cyber crime operation’, op.cit.; TrendMicro, ‘Hack the real box: APT41’s new
subgroup Earth Longzhi’, 9 November 2022 (https://www.trendmicro.com/en_ us/research/22/k/hack-the-real-box-
apt41-new-subgroup-earth-longzhi.html). Kaspersky defines bootkits as ‘a malicious program designed to load as early
as possible in the boot process, in order to control all stages of the operating system start up, modifying system code
and drivers before anti-virus and other security components are loaded’. (https://encyclopedia.kaspersky.com/glossary/

bootkit/).

(18) Mandiant, ‘APT41, a dual espionage and cyber crime operation’, op.cit., page 6.

(19)  bid.

(20)  AIVD, MIVD and NCTV, ‘Dreigingsbeeld Statelijke Actoren 2’ [‘Threat Assessment State Actors 2’], November 2022 (https://
www.nctv.nl/documenten/publicaties/2022/11/28/dreigingsbeeld-statelijke-actoren-2).

(21) NXP Semiconductors, Annual Report for the Financial Year ended 31 December 2020, p. 54, (https://www.nxp.com/docs/en/
supporting-information/2020-IFRS-STATUTORY-ANNUAL-REPORT.pdf).


https://www.trendmicro.com/en_us/research/22/k/hack-the-real-box-apt41-new-subgroup-earth-longzhi.html
https://www.trendmicro.com/en_us/research/22/k/hack-the-real-box-apt41-new-subgroup-earth-longzhi.html
https://encyclopedia.kaspersky.com/glossary/bootkit/
https://encyclopedia.kaspersky.com/glossary/bootkit/
https://www.nctv.nl/documenten/publicaties/2022/11/28/dreigingsbeeld-statelijke-actoren-2
https://www.nctv.nl/documenten/publicaties/2022/11/28/dreigingsbeeld-statelijke-actoren-2
https://www.nxp.com/docs/en/supporting-information/2020-IFRS-STATUTORY-ANNUAL-REPORT.pdf
https://www.nxp.com/docs/en/supporting-information/2020-IFRS-STATUTORY-ANNUAL-REPORT.pdf
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Business continuity
risks for victims

Victim organisations are first and fore-
most confronted with financial risks. In
the pre-compromise phase, entities at the
coalface of strategic competition are confront-
ed with elevated costs related to hardening
business resilience, tightened cybersecurity
controls and service packages and topped-up
insurance premiums. Some may even opt out
from a market or R&D investment if they do
not stand a chance of protecting their IP and
business operations ??. Further risks pertain
to the aftermath of an actual breach, which
could involve loss in royalties from patents
and trademarks, payments resulting from li-
ability, litigation actions or regulatory fines;
and costs of repairing and restoring compro-
mised IT systems ). Investments in time-
and resource-intensive R&D can be considered
further write-offs.

In the long run, a successful cyberespionage
campaign can cause a company to lose its or-
der portfolio, access to markets and disad-
vantage an entire sector to the detriment of
a country’s economy. The Nortel case sug-
gests it may indeed contribute to the collapse
of a company; a telecommunications company
that would be considered a critical infrastruc-
ture entity today.

(22)  wid., pp. 54-55.

Impact on prosperity and
economic competitiveness

The risk surface for the theft of IP and inno-
vation is substantial, and cyberespionage can
have a significant economic impact. In the
EU, the top-1000 R&D companies together
invested some €230 billion in innovation in
2022 ™) At the macro-level of the economy,
estimations suggest that the US economy is
losing circa USD 400 billion per annum (2018)
and the EU around €60 billion (2020). This
amounts to 1-3 % of annual national GDP. Cy-
bereason, in their report of the incident, speak
of trillions of US dollars’ worth of IP stolen
in Operation Cuckoobees. But when successful
acts of economic cyberespionage structural-
ly target certain sectors and companies - as
we have seen from the incidents described -
it diverts away foreign direct investment and
venture capital ®®. A country simply becomes
a less attractive investment market with ad-
verse consequences for growth, employment
and prosperity. Emerging economies and in-
dustries that are part of transnational value
chains are particularly vulnerable.

A report produced for the European Com-
mission established that manufacturing, in-
formation and communication technologies,
finance, health and medical technologies are
the most impacted sectors of IP theft in the EU
and concluded that ‘cyber-misappropriation
of trade secrets’ is clearly aligned with areas of
strategic economic competition 29, Therefore,
the effects of economic cyberespionage need
to be measured against Europe’s objectives of

(23)  Gelinne, J.P., Francher, D. and Mossburg, E., ‘The hidden costs of an IP breach: cyber theft and the loss of intellectual
property’, Deloitte Review, No 19, 25 July 2016 (https://www2.deloitte.com/us/en/insights/deloitte-review/issue-19/loss-

of-intellectual -property-ip-breach.html).

(24) European Commission, ‘2023 EU Industrial R&D Investment Scorecard’, 2023, p. 65 (https://op.europa.eu/en/publication-
detail/-/publication/1e5c204f-9da6-11ee-b164-01aa75ed71a1/language-en),

(25) OECD, ‘Enquiries into Intellectual Property’s economic impact’, 2015, pp. 8-10 (https://one.oecd.org/document/DSTI/
ICCP(2014)17/CHAP1/FINAL/En/pdf); Chen, Y. and Puttitanun, T., ‘Intellectual property rights and innovation in
developing countries’, Journal of Development Economics, Vol. 78, 2005, pp. 474 - 493 (https://qed.econ.queensu.ca/pub/
faculty/lloyd-ellis/econ835/confo7/sluys.pdf); Guo, D. and Jiang, K. ‘Venture capital investment, intellectual property
rights protection and firm innovation: evidence from China’, Entrepreneurship & Regional Development, Vol. 34, Issue 5-6,
2022 (https://www.tandfonline.com/doi/full/10.1080/08985626.2022.2062618).

(26) European Commission, DG internal Market, Industry, Entrepreneurship and SMEs, ‘The scale and impact of industrial
espionage and theft of trade secrets through cyber’, Report by PwC, December 2018 (https://op.europa.eu/en/publication-
detail/-/publication/4eae21b2-4547-11e9-a8ed-01aa75ed71a1/language-en).


https://www2.deloitte.com/us/en/insights/deloitte-review/issue-19/loss-of-intellectual-property-ip-breach.html
https://www2.deloitte.com/us/en/insights/deloitte-review/issue-19/loss-of-intellectual-property-ip-breach.html
https://op.europa.eu/en/publication-detail/-/publication/1e5c204f-9da6-11ee-b164-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/1e5c204f-9da6-11ee-b164-01aa75ed71a1/language-en
https://one.oecd.org/document/DSTI/ICCP(2014)17/CHAP1/FINAL/En/pdf
https://one.oecd.org/document/DSTI/ICCP(2014)17/CHAP1/FINAL/En/pdf
https://qed.econ.queensu.ca/pub/faculty/lloyd-ellis/econ835/conf07/sluys.pdf
https://qed.econ.queensu.ca/pub/faculty/lloyd-ellis/econ835/conf07/sluys.pdf
https://www.tandfonline.com/author/Guo%2C+Di
https://www.tandfonline.com/author/Jiang%2C+Kun
Issue 5-6
https://www.tandfonline.com/doi/full/10.1080/08985626.2022.2062618
https://op.europa.eu/en/publication-detail/-/publication/4eae21b2-4547-11e9-a8ed-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/4eae21b2-4547-11e9-a8ed-01aa75ed71a1/language-en
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strategic autonomy which depend on sover-
eign innovation capabilities and competitive
indigenous (academic) research . Success-
ful campaigns of economic cyberespionage by
competitors or adversaries of significant scale
and targeted at vulnerabilities and dependen-
cies would undermine this ambition.

Impact on global governance

Persistent campaigns of cyber-enabled theft of
innovation also undermine the global system of
governance that guides state behaviour in cy-
berspace, international security and interna-
tional trade and competition. The international
community has invested deeply in elaborating
a framework for responsible state behaviour in
cyberspace which includes the recognition that
international law applies in this domain and
a set of agreed rules and norms, including the
G20 commitment?®, Systemic forms of IP theft
also put the international trade
regime under stress, in particu-
lar the IP protection and
non-technical barriers to trade
arrangements of the WTO. This
reverberates in bilateral and re-
gional free trade agreements as
these rely on WTO standards and
dispute settlement mecha-
nisms @), The erosion of existing global eco-
nomic security regimes, mainly the WTO and
G20, is already pushing countries towards
‘trusted  geographies’ and  de-risking

ystemic forms

of IP theft put
the international
trade regime
under stress.

strategies. While these strategies aim to miti-
gate risk, they also come at a cost and can cre-
ate new vulnerabilities %,

THE RESPONSE

Responses to malicious state-sponsored cy-
ber activities that target intellectual property
have predominantly occurred in domestic or
minilateral settings, and include:

Counter-intelligence: Cybereason shared their
threat intelligence with the FBI. In response
to the growing caseload of state-sponsored
economic cyberespionage, the FBI together
with their UK and Five Eyes’ ®% counterparts,
have initiated high-level outreach activi-
ties to various business communities. In July
2022, the directors of the UK and US security
agencies MI5 and FBI addressed
a business audience in London
to warn about the risk of do-
ing business with China®?; and
in October 2023, the chiefs of
the Five Eyes security services
spoke to the Silicon Valley tech-
nology community about Chi-
na’s theft of innovation #%.

Criminal investigations: Law enforcement
action has been a central part of the US
response to ‘the ravages of theft and destruc-
tion’ through cyberespionage ®¥. Data from

(27)  Powell, C., Tocci, N. and Wolff, G., ‘Making European strategic autonomy work’, The Strategist, Australian Strategic Policy
Institute, 27 November 2023 (https://www.aspistrategist.org.au/making-european-strategic-autonomy-work/).

(28)  Perlroth.N. and Sanger, D.E., ‘Obama calls for new cooperation to wrangle the “Wild West” internet’, New York Times, 13
February 2015 (https://www.nytimes.com/2015/02/14/business/obama-urges-tech-companies-to-cooperate-on-internet-
security.html); Priyandita, G. and Hogeveen,B., ‘State-sponsored economic cyber-espionage for commercial purposes:
tackling an invisible but persistent risk to prosperity’, Australian Strategic Policy Institute, December 2020, p. 17 (https://
www.aspi.org.au/report/state-sponsored-economic-cyberespionage).

(29) Australian Strategic Policy Institute, ‘Hacking for cash’, podcast, 11 August 2023 (https://www.aspi.org.au/news/pgm-
hacking-cash-francis-gurry-nigel-corey-and-elizabeth-chien-hale).

(30)  Schaus, M. and Lannoo, K., ‘The EU’s aim to de-risk itself from China is risky...yet necessary’, CEPS, 7 September 2023
(https://www.ceps.eu/the-eus-aim-to-de-risk-itself-from-china-is-risky-yet-necessary/).

(31)  The intelligence-sharing alliance of Australia, Canada, New Zealand, UK and the US.

(32) M5, ‘Joint address by MI5 and FBI Heads’, July 2022 (https://www.mi5.gov.uk/news/speech-by-mi5-and-fbi).

(33) FBI, ‘Emerging Technology and Securing Innovation Security Summit’, fireside chat moderated by Condoleeza Rice,
October 2023 (https://www.fbi.gov/video-repository/101723_ fireside_ chat_01.mp4/view).

(34) Goldsmith, J. and Williams, T.D., ‘The failure of the United States’ Chinese-hacking indictment strategy’, Lawfare,
December 2018 (https://www.lawfaremedia.org/article/failure-united-states-chinese-hacking-indictment-strategy).
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Operation CuckooBees is still to appear in
criminal indictments related to APTs and other
state-supported hackers, but ‘cyber sanctions’
and offers of rewards for information leading
to the identification of APT leaders and affili-
ates have become part of the response portfo-
lios of the US, EU and others %,

Public attributions: Operation CuckooBees has
not been the subject of a government-led at-
tribution, but other cases of economic cyber-
espionage have. In 2018, the UK and partners
attributed the Cloud Hopper campaign ¢ and
in 2021 a grand coalition of eight countries,
NATO and the EU attributed the large-scale
misuse of Microsoft Exchange vulnerabili-
ties - both with references to the G20 com-
mitment ®7, These attributions serve to
express a unity of views, signal to the respon-
sible state that their modus operandi has been
detected and reinforce the continued applica-
tion of the norm 18,

Cybersecurity research: The forensic analysis of
Operation CuckooBees has informed follow-up
research and analysis by other researchers and
cybersecurity companies. The data Cyberea-
son was able to share has made its way into
the service packages and threat detection and
mitigation tools that companies worldwide
deploy and offer to their customers.

Public advisories: Because of continuous reports
of economic cyberespionage, such as Opera-
tion Cuckobees, national cybersecurity centres
have become more forthcoming in sharing in-
formation in the public domain. In particular
the US Cybersecurity and Infrastructure Se-
curity Agency (CISA) has published a suite of
technical advisories related to state-sponsored
APTs ®9) and several intelligence and securi-
ty agencies are addressing economic security
and cyberespionage in their annual reports.
They also publish specific guidance to indus-
try on protecting their business and IP “0,
These advisories are essential early warning
instruments for companies to assess their lev-
el of risk exposure and take necessary protec-
tive steps.

National cyber defence capabilities and updates
to legal frameworks. Furthermore, states have
updated legal frameworks and strengthened
national cyber defence capabilities. Examples
include the UK’s National Security Law and the
establishment of the National Cyber Force Y,
and Japan’s Economic Security Protection Act
in combination with a strengthened role for
the National Centre of Incident Readiness and
Strategy for Cybersecurity (NISC) “2),

(35) US Department of State, ‘Cyber sanctions’ (https://www.state.gov/cyber-sanctions/);Australian Department of Foreign
Affairs and Trade, ‘Significant cyber incidents sanctions regime’ (https://www.dfat.gov.au/international-relations/
security/sanctions/sanctions-regimes/significant-cyber-incidents-sanctions-regime); EU, Council Regulation 2019/796
concerning restrictive measures against cyber-attacks threatening the Union or its Member States, 17 May 2019 (https://
eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32019R0796).

(36) UK Government, ‘UK and allies reveal global scale of Chinese cyber campaign’, December 2018 (https://www.gov.uk/
government/news/uk-and-allies-reveal-global-scale-of-chinese-cyber-campaign).

(37) Euronews, ‘Microsoft Exchange email hack came from China, say EU and US’, 19 July 2021 (https://www.euronews.com/

(38)

(39)

(40)

(41)

(42)

next/2021/07/19/microsoft-exchange-email -hack-came-from-china-say-eu-and-us).

Rupp, C. and Paulus, A., ‘Official public political attribution of cyber operations: state of play and policy options’, SNV
Berlin, October 2023 (https://www.stiftung-nv.de/sites/default/files/official-public-political -attribution-of-cyber-
operations.pdf).

US Cybersecurity and Infrastructure Security Agency, ‘Chinese state-sponsored cyber operations: Observed TTPs’, August
2021 (https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200b).

UK National Protective Security Authority, ‘Secure innovation’, October 2023 (https://www.npsa.gov.uk/secure-
innovation); Netherlands Intelligence and Security Service, ‘Cyber-attacks by state actors: seven moments to stop an
attack’, November 2021 (https://english.aivd.nl/publications/publications/2021/11/29/cyber-attacks-by-state-actors-
seven-moments-to-stop-an-attack).

UK Ministry of Defence, ‘Industry Security Notice: the National Security Act 2023, January 2024 (https://assets.publishing.
service.gov.uk/media/65ba6951c75d300012caoff3/ISN_2024-01_National_Security_Act_2023-0.pdf); UK National Cyber
Force, ‘The National Cyber Force: responsible cyber power in practice’, April 2023 (https://assets.publishing.service.gov.
uk/media/642a8886fbe620000c17dabe/Responsible_Cyber_Power_in_ Practice.pdf).

European Parliament, ‘At a glance: Japan’s economic security legislation’, July 2023 (https://www.europarl.europa.eu/
RegData/etudes/ATAG/2023/751417/EPRS__ATA(2023)751417_EN.pdf); Author’s briefings with NISC and JPCERT.
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CONCLUSION

While practices of economic cyberespionage
are not confined to China, several sources
point to its activities as being the most con-
cerning on a global scale. States such as Rus-
sia, France, Israel, Vietnam and Iran have also
appeared on watchlists *® but the sheer scale,
depth and persistence of China’s cyberespio-
nage programme set it apart according to the

are pursued in the name of national security.
So, as geostrategic competition intensifies and
more nations develop into knowledge econo-
mies, the risk that economic cyberespionage
will affect more economies - developed and
emerging - and across multiple sectors of in-
dustry is growing.

Given the invisible character of most theft of
economic assets and the long lag in time be-
tween compromise and discovery, government

assessmezt of  numerous intelligence policy should be directed towards greater in-
agencies 44, . .
vestments in understanding the
The key factor in all of this hi Fhreat lanc?scal.Pe and estabh.sh
. P . mese ing a qualitative and quantita-
is the institutional environ- . . L. .
APTs select tive appreciation of the risks

ment that Beijing has creat-
ed where cyber-enabled theft
of IP is facilitated, encouraged
and directed. Chinese APTs se-
lect their targets in technology
sectors where China sees a do-
mestic capability shortfall “3).
The Chinese authorities provide
hackers - serving members of
government, contractors and
affiliates - with protection from potential
criminal prosecutions “®. And the introduc-
tion of expanded regulations for industry to
report software vulnerabilities to the author-
ities is providing state hackers with advanced
access to backdoors and exploits *". This cre-
ates a significant concern for foreign interfer-
ence, as it allows China to acquire sensitive
information and technological advancements
through coercive, corruptive, deceptive and
clandestine means.

The policy responses, as described, will not
prevent or deter these states from continu-
ing their campaigns, in particular when they

their targets in
technology sectors
where China

sees a domestic
capability
shortfall.

and costs to the economy.

This would allow legislators
and regulators to expand cy-
bersecurity initiatives beyond
government agencies and criti-
cal infrastructure entities. Such
an approach would encompass
critical economic sectors as well
as those heavily reliant on IP,
including (academic) research institutions.
This would significantly enhance cybersecu-
rity awareness, maturity, and the adoption
of best practices across the entire economy.
Furthermore it would encourage greater in-
vestment in preventative measures. One could
argue that economic crown jewels and criti-
cal technological capabilities are not just ‘too
important to fail’, but also ‘too important to
be stolen’.

Diplomatically, governments should
re-energise their G20 commitment and
make cybersecurity risks to economic and

(43) ‘State-sponsored economic cyber-espionage for commercial purposes: tackling an invisible but persistent risk to

prosperity’, op.cit.

(44) 1bid, page 17; German Domestic Intelligence Service, 2022 Report on the Protection of the Constitution: Facts and trends,
June 2023 (https://www.verfassungsschutz.de/SharedDocs/publikationen/EN/reports-on-the-protection-of-the-
constitution/2023-06-brief-summary-2022-report-on-the-protection-of-the-constitution.pdf).

(45) Mattis, P., ‘A guide to Chinese intelligence operations’, War on the Rocks, August 2015 (https://warontherocks.

com/2015/08/a-guide-to-chinese-intelligence-operations/).

(46)  hid.

(47) cary, D. and Del Roso, K., ‘Sleight of hand: How China weaponizes software vulnerabilities’, Atlantic Council, September
2023 (https://www.atlanticcouncil.org/in-depth-research-reports/report/sleight-of-hand-how-china-weaponizes-

software-vulnerability/).
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knowledge security part of further interna-
tional cybersecurity negotiations, either in the
G20 or as part of the UN forums such as the
Open-ended Working group on ICT securi-
ty. Given the significance of the interference
and the actors behind campaigns of econom-
ic cyberespionage, this phenomenon ought to
be seen in the same league as offensive cyber
operations and attacks against critical infra-
structure. Governments should also seek to
update current WTO arrangements on intel-
lectual property to reflect the reality of digital
trade and cyber-dependent IP, and the distinct
cybersecurity threats to trade, economic coop-
eration and innovation.

The lingering uncertainty surrounding the
NXP incident exemplifies the challenges of
attributing and quantifying the impact of
cyber-enabled espionage. We do not know if
the Chinese authorities managed to extract
sensitive business information from NXP, and
whether that influenced their decisions. If it
were the case, we will probably only come
to learn years from now. The fact, however,
that the incident occurred is already affecting
NXP’s operating costs and casting a shad-
ow over its reputation. This underscores the
need for companies, especially those in crit-
ical sectors, to invest heavily in cybersecuri-
ty measures, and for national governments
to have strong early warning mechanisms in
place to counter potential cyber-enabled for-
eign interference.



CHAPTER 4

THE ATTACK OF THE CLONES

Deepfakes and the evolving
landscape of disinformation

by
ANDREA SALVI

INTRODUCTION

As the world braces for the November 2024 US
presidential elections, an incident unfolded in
New Hampshire early in the year, showing the
potential impact of deepfakes in the political
arena. Reports came to light that automated
calls impersonating President Joe Biden had
discouraged Democrats from voting in the
state’s presidential primary in January 2024 ",
These calls, engineered through AI generative
technology, have raised concern among ex-
perts. Beyond their immediate impact on voter
behaviour, such ‘deep-faked’ content poses
broader threats to the integrity of elector-
al systems and public discourse and hence to
democratic processes.

Deepfakes are broadly defined as AI-generated
content mimicking a real human being

*

through digitally manipulated audio, video or
images that convincingly depict people doing
or saying things they never actually did or
said. To use the taxonomy provided by a 2017
Council of Europe report®, deepfakes encom-
pass several categories such as ‘manipulated
content’, ‘imposter content’, and ‘fabricated
content’ ®. The technical foundation for deep
fakes is typically identified in Generative Ad-
versarial Networks (GANs). These generative
models, which have only recently emerged, ®
are a form of unsupervised machine learn-
ing and, in lay terms, are characterised by
two ‘competing’ sub-models: a generator and
a discriminator model. The former produces
fake imagery, while the latter works as a clas-
sifier to assess whether a given image is a fake
or not. The rationale behind this adversarial
relationship consists in the fact that if the fake
is spotted, the generative model will adjust

The author would like to thank Fee-Marie von der Brelie for her research assistance.
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Al-driven fraud
Top-ranked countries by region with the biggest increase in deepfake incidents, 2022-2023
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accordingly and improve. In essence, ‘compe-
tition’ and interplay between the sub-models
leads progressively to the production of more
credible output.

While most technologies related to data and
generative content, GANs and similar models
are inherently neutral, they can be misused for
malicious purposes. There are many benign
applications that can dramatically improve the
automation of tasks and enhance image anal-
ysis in various fields, including in the medi-
cal domain with Al-augmented diagnostics .
However, the same capabilities can empower
malign actors to carry out broader disruptive
interference operations.

Algeria @

Japan @
Vietnam

@ South Africa

Data: Sumsub Identity Fraud Report, 2023

This chapter explores deepfakes as a prime ex-
ample of how convergence between machines
and information manipulation unfolds. Al-
though the focus here is on deepfakes, which
are generative models of videos and images,
the analysis can be applied to a broader cat-
egory of Al-generated content such as texts,
audio and other fabricated constructs.

Firstly, the chapter presents and examines
incidents caused by deepfakes. Secondly, it
discusses the consequences of weaponising
Al-generated content, illustrating current
applications and their impact. Thirdly, it ex-
plores potential and current responses to ad-
dress this challenge, highlighting existing
policy actions.

(5) Sundaram, S. and Hulkund, N., ‘GAN-based data augmentation for chest X-ray classification.” ACM Computing Surveys,

March 2021 (https://arxiv.org/abs/2107.02970v1).

Philippines
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THE INCIDENT

To illustrate the ways in which cyber-enabled
deepfake tools augment information manip-
ulation, this section explores specific are-
as where their effects and implications have
significant impacts. Specifically, it will ex-
amine three primary categories: (i) the use of
deepfake technology in election interference;
(ii) its ability to cause reputational harm and
damage in contexts of geopolitical tensions;
and (iii) its role in armed conflict.

Category 1: Election Interference

Countries are particularly vulnerable to acts
of foreign interference in the form of infor-
mation manipulation during the lead-up to
elections. Deepfakes can target key political
figures depicting them engaging in scandal-
ous activities or making controversial state-
ments. These manipulated or AI-generated
videos spread rapidly on social media and oth-
er digital platforms. Some of them are easily
identifiable as false and it may be tempting to
simply dismiss them for that reason. Howev-
er, they are becoming increasingly sophisti-
cated and harder to distinguish from reality.
A video released by the US Republican Party in
2023 showed an Al-generated projection of the
country’s future if President Joe Biden were to
be re-elected in 2024: it depicted catastrophic
crises and a Chinese invasion of Taiwan. While
this is a legitimate use, it can give the reader
a sense of the potential effect of Al-generated
content used for political purposes and its po-
tential impact on shaping public perceptions.
Moreover, the proliferation of fake videos and
fraudulent phone calls has raised significant
concerns regarding the manipulation of infor-
mation through AI, with potentially harmful
effects. These developments raise red flags
about the ethical use of Al in disseminating
information within political contexts. Aside

from fake phone calls, in the context of the
US presidential elections mentioned in the
introduction to this chapter, numerous deep-
fake videos have been circulating. They mostly
feature President Joe Biden and former Dem-
ocratic presidential contender Hillary Clin-
ton, making controversial declarations®. This
content can in fact influence public perception
and lead to further polarisation, thereby com-
promising democratic institutions.

If Al-generated content is a matter of concern
for the US and the EU, this is even more the
case in countries with a deeply fractured polit-
ical landscape, where the phenomenon could
wreak havoc in elections. As an example, just
prior to the crucial parliamentary and presi-
dential election in Tiirkiye in May 2023, during
a political rally President Erdogan presented
a video splicing footage of his challenger Ke-
mal Kilicdaroglu and Murat Karayilan, one of
the founding members of the Kurdistan Work-
ers’ Party (PKK), a Kurdish militant organi-
sation designated as a terrorist group by both
the European Union and the United States.
The video appeared to show that Karayilan
and other PKK militants were participating in
Kilicdaroglu’s election campaign. Despite lat-
er revelations that it had been fabricated, the
video proved damaging to Kilicdarogl‘s cam-
paign, highlighting the disruptive potential of
Al-generated content in democratic processes
and political contexts.

(Category 2: Reputational damage in
contexts of geopolitical tensions

As tensions rise between countries both online
and in the physical world, malicious actors are
increasingly utilising Al-generated fake con-
tent to magnify conflicts and stir up sentiment
against adversaries and certain groups. Deep-
fakes make information manipulation, a tactic
long used to interfere in other countries’

(6) Ulmer, A. and Tong, A., ‘Deepfaking it: America’s 2024 election collides with Al boom’, Reuters, 31 May 2023 (https://
www.reuters.com/world/us/deepfaking-it-americas-2024-election-collides-with-ai-boom-2023-05-30/).
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affairs ¥, much more powerful. Fabricated
atrocities, or misleading attribution of serious
crimes and wrongdoings, are typical examples
of such manipulative practices. Generative
technologies can de facto enable malicious ac-
tors to create convincingly realistic deceptive
videos that could potentially instigate cycles of
retaliation or escalations of conflict, and sab-
otage diplomatic efforts. The propagation of
deep fakes in such a context can erode the
fragile modus vivendi between actors and ham-
per prospects of peaceful coexistence or con-
flict resolution.

Category 3: Destablisation in situations
of armed conflict: The case of Ukraine

The war in Ukraine has been accompanied by
the proliferation of deepfakes. For example,
several weeks after Russia’s invasion of the
country in February 2022, a video portray-
ing President Zelensky was widely circulated
on Twitter, Facebook and YouTube, and then
posted on the Russian social media platform
VKontakte. In the short video, the President
is shown addressing the soldiers and citizens

of Ukraine and imploring them

to surrender and lay down their

In Oth?r WO]EdS, t.h rough the he war in weapons. The video was subse-

strategic manipulation of emo- . o

tions and beliefs - exploiting Ukraine quently dismissed by Zelensky
. P, i

societal vulnerabilities, politi- has been himself as a “childish provo

cal or ethnic tensions - falsified
content possesses the ability to
reinforce existing divisions and
polarise communities. In such
operations, the quality of the
artifact becomes of secondary
importance as its content unleashes desta-
bilising dynamics that can have destructive
consequences. For example, a controversy
was sparked by the alleged video-confession
of Phyo Min Thein, former chief minister of
the Yangon Region in Myanmar. In this video,
the former official declared that he had offered
bribes to the Burmese leader Aung San Suu
Kyi®. Despite the artificial look of the video -
due to the voice distortion and static facial ex-
pression of the speaker - this was used as one
of the key pieces of evidence to add allegations
of corruption against the Burmese leader.

accompanied by
the proliferation
of deepfakes.

cation’. While the puppeteers
behind ‘Zelensky’s clone’ re-
main unknown, the defence
Intelligence office of Ukraine
had previously warned about
Russia’s tactic of disseminating
deepfakes as part of its information warfare
strategy. As a further demonstration that this
episode was part of a broader toolkit of inter-
ference, the fake message from Zelensky was
briefly broadcast on the scrolling news section
of Ukraine 24, a national television channel,
and displayed on their website!®. This was al-
legedly due to a group of hackers who were
able to compromise the cyber architecture of
the news outlet. Similar techniques have also
been used against Russia. In June 2023 another
video depicted Vladimir Putin calling for mar-
tial law in the Russian Federation. Once more,
the video was allegedly broadcast on several
radio stations and TV networks.

At times, forged images have been created to
boost morale and weaken the resolve of op-
ponents. It is worth mentioning the so-called
‘Ghost of Kyiv’ a Ukrainian fighter ace
whose heroic deeds were relayed on internet

(7) See for instance: Zhukova, E., ‘Image substitutes and visual fake history: historical images of atrocity of the Ukrainian
famine 1932-1933 on social media’, Visual Communication, Vol. 21, No 1, 2022, pp.3-27.

(8) Gregory, S., ‘The world needs deepfake experts to stem this chaos’, Wired, 24 June 2021 (https://www.wired.com/story/
opinion-the-world-needs-deepfake-experts-to-stem-this-chaos/).

9) Allyn, B., ‘Deepfake video of Zelenskyy could be “tip of the iceberg” in info war, experts warn’, npr, 26 March 2022
(https://www.npr.org/2022/03/16/1087062648/deepfake-video-zelenskyy-experts-war-manipulation-ukraine-russia).


https://www.wired.com/story/opinion-the-world-needs-deepfake-experts-to-stem-this-chaos/
https://www.wired.com/story/opinion-the-world-needs-deepfake-experts-to-stem-this-chaos/
https://www.npr.org/2022/03/16/1087062648/deepfake-video-zelenskyy-experts-war-manipulation-ukraine-russia
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platforms, broadcasts and even on former
president Petro Poroshenko’s social media
account. The pilot, portrayed in the fashion
of a contemporary Red Baron, allegedly shot
down six Russian jets on the first day of the
war. Subsequently, stories, photos and vide-
os of the pilot and of his combat engagements
continued to circulate. Some media outlets
reported that the heroic pilot had died after
taking down over 40 Russian fighter planes.
All these stories were fabricated, or at least
they coalesced real stories extrapolated from
different pilots as well as pre-war photos,
cutscenes from videogames and other content.
Although not strictly a ‘deepfake’ - as most
of this material was not Al-generated - this
illustrative case reveals the potency of fabri-
cated content.

The reports from Ukraine show how stories
orchestrated through Al-generated technol-
ogy, although quickly debunked, garnered
significant attention, were taken up by ma-
jor news outlets, and had the potential to dis-
tort people’s perception of the conflict. These
techniques can have an even more powerful
impact in cases when fabricated ‘message(s)
of surrender’ are circulated at the local lev-
el, for instance among isolated troops, first
responders and frontline operators. As high-
lighted, the use of malicious cyber operations
to propagate these messages can further am-
plify negative dynamics “?.

THE EFFECTS

The malicious use of deep fake technology
poses a significant threat by exacerbating the
challenge of discerning truth from deception
in video, audio and photographic content. The
most immediate effect materialises in poten-
tial ‘direct disruptions’ that deepfakes may
cause. This is especially true in high-pressure
and dynamically uncertain environments
(or ‘extreme contexts’ ) where sabotage to
communications, decoy operations and dis-
information may seriously compromise the
situational awareness of the actors involved.
Front-line organisations operating in en-
vironments characterised by limited infor-
mation - ‘informational asymmetries’ - are
particularly exposed to such incidents. Ex-
amples include: first responders, emergency
workers and soldiers in conflict zones. These
environments are often characterised by the
‘fog of war’, where information is scarce and
debunking malicious fabricated content can be
challenging. While most frontline personnel
are exposed to such threats, an organisation’s
ability to respond quickly and its overall re-
silience "2 are crucial for mitigating disrup-
tions and countering potential interference.
In short, direct disruptions through deepfakes
can give a tactical edge to the perpetrator.

At a more strategic and subtle level, perpetra-
tors may be playing a long game: deepfakes can
generate ‘indirect disruptions’. Al-generated
visuals - and disinformation mediums in gen-
eral - are capable of instilling doubt in indi-
viduals or communities exposed to them. As
recounted in one article devoted to the sub-
ject 3 they can inject false news in a media
ecosystem or subtly alter people’s perceptions

(10)  Dreikhausen V. and Salvi A., ‘From cyber to hearts and minds: Cyber operations and the battle for global influence’, Brief
No 19, EUISS, November 2023 (https://www.iss.europa.eu/content/cyber-hearts-and-minds).

(11) Hannah, S. T., Uhl-Bien, M., Avolio, B. J. and Cavarretta, F. L., ‘A framework for examining leadership in extreme
contexts.’, Leadership Quarterly, Vol. 20, No 6, 2009, pp. 897-919.

(12) Weick, K. E. and Sutcliffe, K. M., ‘Mindfulness and the quality of organizational attention’, Organization Science, Vol.17, No

4, 2006, Pp. 514-524.

(13) ‘Do (microtargeted) deepfakes have real effects on political attitudes?’, op.cit.
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regarding the legitimacy of democratic insti-
tutions ¥, impair the quality of public debate,
undermine citizens’ ability to participate ef-
fectively in the political process*®, erode trust
in conventional media®, and enhance the po-
litical capabilities as well as the credibility of
the narrative peddled by the perpetrators 7,
Furthermore, deepfakes can build upon and
amplify pre-existing disinformation by rein-
forcing already-held biases, further entrench-
ing false narratives on contentious issues. The
low barrier of access enables malicious actors
to craft micro-targeted deepfakes, for exam-
ple by using psychological techniques to tailor
messages to appeal to specific groups “#.

The ease with which deepfakes can be created
and distributed is clearly a cause for concern®.
Software and tools for generating deepfakes
are now readily available: DeepFaceLab ??, for
instance, is one of the most popular packag-
es for creating high-quality face-swapping
videos. A provocative use of the package was
proposed by the US-based non-profit organi-
sation ‘RepresentUS’. They created a series of
ads called ‘Dictators’, featuring Kim Jong Un
and Vladimir Putin, to support their ‘Save The
Vote’ campaign. The ads were allegedly set
to be aired on prominent outlets such as Fox
News and CNN following the 2020 presidential
debates, to raise awareness of the dangers of
deepfake technology. According to Represen-
tUS, the broadcasts were rejected at the last

minute and without a clear explanation; the
series was therefore published on YouTube %,
Its basic tutorial consists of a video that lasts
roughly 30 seconds: while more complicated
forgeries require more resources, the barrier
of access remains extremely low.

Incidents involving deepfakes have given rise
to widespread concern due to both their direct
and indirect effects. Structured campaigns of
interference that harness the ever-growing
capabilities of AI have the potential to cause
serious harm both at the individual and cor-
porate level - through psychological and fi-
nancial damage. Moreover, at the societal
level, they can destabilise political ecosystems,
mould and influence public opinion, and un-
dermine democratic processes 2.

THE RESPONSE

Addressing the challenges posed by deepfakes
and by Al-generated content requires a com-
prehensive and agile response strategy with
engagement from the broader multistake-
holder community. Policymakers, IT special-
ists, researchers and civil society need to
actively monitor the broader information and
cybersecurity ecosystem to stay ahead of ma-
lign actors and adopt reactive institutional

(14) Bennett, W. L. and Livingston, S., ‘The disinformation order: Disruptive communication and the decline of democratic

institutions’, Sage Journals, Vol. 33, No 2, 2018, pp. 122-139.

(15) Flynn, D. J., Nyhan, B. and Reifler, J., ‘The nature and origins of misperceptions: Understanding false and unsupported
beliefs about politics’, Political Psychology, Vol. 38, 2017, pp. 127-150.

(16)  Vaccari, C. and Chadwick, A., ‘Deepfakes and disinformation: Exploring the impact of synthetic political video on
deception, uncertainty, and trust in news’, Social Media+ Society, Vol. 6, No 1, 2020, pp.1-13.

(17)  Bradshaw, S. and Howard, P. N., ‘The global organization of social media disinformation campaigns’, Journal of

International Affairs, Vol. 71, No 1.5, 2018, pp.23-32.

(18)  See for instance: Wheeler, S. C., DeMarree, K. G. and Petty, R. E., ‘A match made in the laboratory: Persuasion and
matches to primed traits and stereotypes’, Journal of Experimental Social Psychology, Vol 44, No 4, 2008, pp.1035-1047;
Chang, C., ‘Seeing the small picture: AD-self versus ad-culture congruency in international advertising’, Journal of Business

and Psychology, Vol. 20, No 3, 2006, pp. 445-465.

(19) Generation of such models requires a powerful ‘consumer level’ graphic card (GPU), among other components. To date,

a top-tier GPU has a retail price of roughly €2 000.

(20)  Perov, L, et al., ‘DeepFaceLab: Integrated, flexible and extensible face-swapping framework’, ariXiv, May 2020 (https://
arxiv.org/abs/2005.05535v5). The package is readily available at: https://github.com/iperov/DeepFaceLab.

(21)  von Mueffling, D., ‘First ever use of deepfake technology in major ad campaign’, representUs, 29 September 2020 (https://

act.represent.us/sign/deepfake-release/).

(22)  See van Huijstee, M. and van Boheemen, P., ‘Tackling deepfakes in European policy’, European Parliamentary Research

Service, July 2021 (https://doi.org/10.2861/325063).


https://arxiv.org/abs/2005.05535v5
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https://github.com/iperov/DeepFaceLab
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forms and practices?®. This section focuses on
policy responses, but it is worth mentioning
how technical measures - such as monitoring
tools and watermarking of Al-generated con-
tent - play a crucial role in countering the ef-
fect of malicious use of Al-generated content.

Institutions and Law Enforce-
ment Agencies (LEAs) are
aware of the threat constitut-
ed by deepfakes. In 2022, Eu-
ropol published an extensive
report on the challenges posed
by Al-generated content aimed
at disinformation®¥. The report
examines the impact of deepfakes on law en-
forcement and the legal system, highlighting
the need for stricter evaluation, verification
and detection techniques. It highlights the
importance of adapting regulatory frame-
works, including laws, policies and practices,
for LEAs, service providers, and other organ-
isations both in public and private domains.

The EU has been at the forefront of the ef-
fort to combat manipulated media content. In
particular it has been reinforcing its defensive
toolkit in collaboration with the multistake-
holder community and with the private sector.
The Strengthened Code of Practice on Disin-
formation ?® released in 2022 sought to ad-
dress the shortcomings of the 2018 iteration.
It has gained approval from various actors in
the information ecosystem, including big tech
firms, and civil society. It establishes a code
for the industry to combat disinformation and
create a transparent, open and safe internet.
The Code clearly identifies deepfakes as one
of the ‘manipulative behaviours’ that private

entities and institutions must fight against.

On Al-generated content, in June 2023, Eu-

ropean Commission Vice-President for Values

and Transparency Véra Jourova declared that

the Code’s signatories will need to boost their

detection capabilities to clearly label content
as generated by a machine.

he ease

with which
deepfakes can be
created is clearly a
cause for concern.

This new code will be closely
tied to the Digital Services Act
(DSA) 29, 1t establishes severe
penalties for disinformation as
well as fines for platforms that
fail to comply with the obliga-
tions. Platforms will have to
demonstrate their procedures for reporting and
taking down illegal content as well as content
identified as information manipulation. The
regulatory push aims at introducing transpar-
ency obligations since ‘self-regulation has not
worked’ as declared by the Chair of Internal
Market and Consumer Protection Committee
of the European Parliament Anna Cavazz-
ini @), Based on the declaration of a Meta
Whistleblower, the MEP highlighted how there
is a fundamental clash between the effort to
fight disinformation and business models un-
derpinned by algorithms that aim at maxim-
ising visibility of specific content.

As a further specific measure targeting deep-
fakes, the Artificial Intelligence Act mandates
disclosure of AI-generated content by its cre-
ators under a specific transparency clause (Ar-
ticle 52(3)). In the risk-based classification of
Al applications the act frames deepfakes as
constituting ‘limited risk’. This categorisation
is problematic as it results in the imposition of
relatively minimal transparency requirements.

(23)  Spagnoletti, P., Ceci, F. and Salvi, A., ‘Adversarial Evolution: Competing dynamics and reactive institutional forms in

financial services ecosystem’, ITASEC, 2021, pp. 406-413.

(24) Europol, ‘Facing reality? Law enforcement and the challenge of deepfakes, an observatory report from the Europol
Innovation Lab’, Publications Office of the European Union, April 2022 (https://www.europol.europa.eu/cms/sites/default/
files/documents/Europol _Innovation_ Lab_ Facing_ Reality_Law_ Enforcement_And_The_ Challenge_Of_ Deepfakes.pdf).

(25) European Commission, ‘Strengthened Code of Practice on Disinformation - Shaping Europe’s digital future’, June 2022
(https://ec.europa.eu/newsroom/dae/redirection/document/87585).

(26) European Parliament and the Council, Regulation on a Single Market For Digital Services and amending Directive 2000/31/
EC (Digital Services Act), Regulation 2022/2065, 19 October 2022 (https://eur-lex.europa.eu/legal-content/EN/

TXT/?uri=celex%3A32022R2065).

(27) Nadkarni, I.T., ‘Facebook files: MEPs to invite whistleblower Frances Haugen to a hearing’, European Parliament, 11
October 2021 (https://www.europarl.europa.eu/news/de/press-room/20211011IPR14619/facebook-files-meps-to-invite-

whistleblower-frances-haugen-to-a-hearing).
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Framework of Al implications in the information environment
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Furthermore, the AI Act does not spell
out obligations with explicit sanctions for
non-compliance, resulting in weak incentives
for adherence to these transparency rules. The
Al act, however, will leave open possibilities
to amend the classification under Article 67 if
Member States’ regulatory authorities identify
further risks. The intrinsic dual-use nature of
generative technology as well as its polyvalen-
cy in terms of creation and detection of deep-
fake artifacts could complicate the process of
assessing their true risks ?®.

While progress is being made in addressing
the challenges generated by the sudden ad-
vent of consumer Al, more reflection is need-
ed on how to tackle deepfake content hosted
outside the control of mainstream regulated
platforms. Rogue websites, messaging apps
as well as darknet markets provide havens for
malicious content. LEAs play a critical role in
addressing this issue. Increased resources and
training are necessary to equip them with the
skills to investigate deepfake-related crimes.
Investing in the ‘light side’ of AI - which has
been already proven successful in other ar-
eas ® - can boost detection and takedown
capabilities.

CONCLUSION

Deepfakes are widely used as instruments
of information manipulation. This practice
shows the potency of deepfakes in distorting
perceptions, moulding public opinion and in
polluting the information ecosystem. Giv-
en the risk of political spillovers and desta-
bilisation, this chapter has underscored the
importance of developing effective and com-
prehensive resilience against Al-driven infor-
mation manipulation in the digital space.

As the technology behind deepfakes keeps
advancing and becoming more sophisticated,
its potential to disrupt counter-interference
measures scales up exponentially. To effec-
tively confront this threat, stakeholders need
to create collaborative platforms to work on
legal, technological and societal resilience as-
pects. Through its multilateral efforts the EU
is well-positioned to advocate for responsible
Al use, enhancement of detection capabili-
ties, and deterring information manipulation
involving generative technologies. A trans-
parent, collaborative and efficient regulatory
process holds the potential to generate mo-
mentum in international bodies and institu-
tions and boost EU diplomacy.

At the same time, it is crucial to reduce tech-
nical and societal vulnerabilities by investing
in the broader cyber ecosystem. This endeav-
our should not only encompass the cyber do-
main but also include efforts to foster media
literacy and skills. This can be facilitated by
developing confidence-building measures
and capacity-building measures to empow-
er individuals and organisations to leverage
technology effectively. This can be achieved
by establishing robust legal frameworks and
creating forums for dialogue around shared
values that can help build consensus on how
to address deepfakes and other online threats.
The EU Digital Decade targets, the EU Cyber
Solidarity Act, the Cybersecurity Skills Acad-
emy, as well as various EU-funded projects
on cybersecurity, cyber diplomacy and on
countering information manipulation serve
as a model for this comprehensive approach.
These initiatives demonstrate the importance
of coordinated action at all levels to build
a more resilient digital environment.

(28) Fernandez A., ‘Regulating deep fakes in the proposed Al Act’, MediaLaws: Law and Policy of the Media in a Comparative
Perspective, 23 March 2022 (https://www.medialaws.eu/regulating-deep-fakes-in-the-proposed-ai-act/).

(29) salvi, A., Spagnoletti, P. and Noori, N. S., ‘Cyber-resilience of critical cyber infrastructures: Integrating digital twins in the
electric power ecosystem’, Computers & Security, Vol. 112, No 8, 2022.
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CHAPTER 5

OUT OF SIGHT, OUT OF MIND?

A cyber-FIMI nexus in critical

Infrastructure protection

by
PATRYK PAWLAK

INTRODUCTION

Today, hardly any sector or country has been
spared from cyberattacks, whether in peace
or war. In February 2024, several US agencies
linked the Chinese APT group Volt Typhoon to
a series of operations that could disrupt crit-
ical communications infrastructure between
the United States and the Asia region during
future crises. Ukrainian infrastructure op-
erators are constantly targeted by malicious
operations, including intelligence collection
campaigns aimed at gleaning information
about Ukrainian plans regarding strategic en-
tities such as the Zaporizhzhya Nuclear Pow-
er Plant (ZNPP)®W. While cyber interference
operations targeting critical infrastructure
have been addressed in policy and academic
debates, the junction between cybersecurity
and manipulation of the information envi-
ronment remains under-researched, except
in the context of hybrid conflicts. This neglect

is worrying given the increasing use of in-
formation manipulation in conjunction with
cyberattacks.

The case of interference operations against Al-
bania by Iran illustrates this point well. In July
2022, Albania was confronted with an unprec-
edented attack on its systems which rendered
government websites and services inacces-
sible. Later, ransomware and destructive
malware were deployed. Interestingly, cyber
operations against Albania were accompanied
by the extensive use of information manipula-
tion techniques. ‘Homeland Justice’ - the Ira-
nian state cyber actor who claimed credit for
the attack - left an anti-Mujahideen E-Khalq
(MEK) ® message on computers infected with
ransomware and created a website and mul-
tiple social media profiles with similar con-
tent®). The social media campaign that lasted
several weeks is believed to have had the pur-
pose of undermining authorities in Tirana
in retaliation for its sheltering of the MEK

(1) State Service of Special Communications and Information Protection of Ukraine, Russia’s Cyber Tactics — Analytical Report,
25 September 2023 (https://cip.gov.ua/en/news/yak-zminyuyutsya-taktiki-cili-i-spromozhnosti-khakerskikh-grup-

uryadu-rf-ta-kontrolovanikh-nim-ugrupovan-zvit).

(2) The Mujahideen E-Khalq (MEK) is an exiled Iranian opposition group that settled in Albania after being evacuated from

Iraq in 2016.

(3) Vicens, A., ‘Albania says Iranian hackers hit the country with another cyberattack’, CyberScoop, 12 September 2022 (https://
cyberscoop.com/iranian-cyberattack-albania-homeland-justice/).
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members who settled in Albania after being
evacuated from Iraq in 2016.

The cross-domain analysis approach pre-
sented in the second report published by the
European External Action Service (EEAS) on
Foreign Information Manipulation and In-
terference (FIMI) provides a glimpse into
how the link between cybersecurity and FIMI
could be further operationalised ™, but it does
not address a critical point which is that the
information and cyber environments cannot
be addressed separately from one another.
Therefore, building on the existing research
and empirical work ®, this chapter calls for
a more rigorous approach to designating ‘crit-
ical information environment infrastructure’
and inclusion of the information environment
as a key component of the discussion about
critical infrastructure protection.

THE INCIDENT

Critical infrastructure systems depend on
connectivity for production, distribution and
delivery of their services. A growing num-
ber of stakeholders in the infrastructure eco-
system - including across the whole supply
chain - creates additional risks. In the en-
ergy sector, for instance, those risks extend
from resource transportation and power plant
infrastructure to the precision timing and
communication networks essential for grid
management. In order to design an effective
policy response, it is important to understand
connections and dependencies between four
categories of incidents in the critical infra-
structure environment:

> Category 1. Critical infrastructure as a tar-
get: Attacks against specific sectors des-
ignated by governments as critical due to
their strategic importance, such as trans-
portation, health or energy services. In
general, any unauthorised attempt to ac-
cess government or corporate networks
that compromises the availability, authen-
ticity, integrity or confidentiality of data
is considered an incident. Notable exam-
ples of incidents in the energy sector, for
instance, include the Brazilian Companhia
Energética de Minas Gerais (2020) and the
Colonial Pipeline (2021).

> Category 2. Communications networks
and internet infrastructure as a target:
These systems represent a sub-category
of critical infrastructure. They are often
included as a critical sector and the back-
bone for other sectors. This is particularly
the case of satellites and undersea cables as
attacks on them not only undermine com-
munication flows but also jeopardise the
delivery of other internet-dependent ser-
vices. For example, in 2022 the broadband
satellite internet access provided by the US
firm Viasat’s KA-SAT network in Ukraine
was disrupted by a cyberattack.

> Category 3. Communication transmission
networks as a tool to intercept informa-
tion: Communication infrastructure can be
abused by states for cyber surveillance or
spying to obtain information of strategic
importance in the political, economic or
security domains. The use of tools such as
Pegasus falls in this category. Submarine
cables that constitute the backbone of the
global economy and telecommunications
are also prone to nation-state sabotage and
spying, although not many cyberattacks

(4) European External Action Service, ‘2nd EEAS Report on Foreign Information Manipulation and Interference Threats -
A framework for networked defence’, January 2024. (https://www.eeas.europa.eu/sites/default/files/documents/2024/
EEAS-2nd-Report%200n%20FIMI%20Threats-January-2024_ 0.pdf).

(5) Wanless, A. and Shapiro, J. N., ‘A CERN model for studying the information environment’, Carnegie Endowment
for International Peace, 17 November 2022 (https://carnegieendowment.org/2022/11/17/cern-model-for-studying-

information-environment-pub-88408).
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Case study of Albania
Cybersecurity and information operations

Nov
Albania breaks diplomatic relations with Iran. Prime Minister

Edi Rama gives Iranian diplomats 24 hours to leave the country. -

When network defenders began to respond  Deployment of
to ransomware attacks, cyber actors deployeda  FBI in Albania -
destructive disk-wiping malware. «----.. ..
Homeland Justice claimed
credit for the cyberattack on the Albanian ----.. M
governmental platform e-Albania Y ®

Cybersecurity

Iranian cyber actors launch another wave of cyberattacks ---.
against Albania, using similar TTPs and malware.

I
. Statements by EU, NATO, US, UK, -
v (Canada and other international
@ partners condemning the attacks. @
¢ Engagement of Microsoft \\

@ Detection and Response Team @
(DART) and the Microsoft Threat
Intelligence Center (MSTIC) by
the Albanian government.

> @

Jul ;.-’ \ \

- Ahead of the MEK-sponsored
Free Iran World Summit, Homeland
Justice launched a ransomware-style
file encryptor with anti-MEK messages
against the Albanian parliament,
government agencies and institutions,
telecom companies, and the national

air carrier.
Apr

Jan 2022

Oct

Jul 2021

companies, and the national air carrier

N.
The attacks targeted the

Albanian parliament, government . ..---* -
agencies and institutions, telecom

Lateral movements, network «+***
reconnaissance, and credential
harvesting from networks

Mail exfiltration @

An Iranian group likely gained access to @
the network of the Albanian government.
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..-- Iranian state-sponsored actor leaked sensitive information
o exfiltrated months earlier. Websites and social media outlets
o were used to leak this information in a .zip file or a video.

® ..--+ Messages circulated by Homeland Justice emphasised

, support for terrorists and not the Albanian people.

v

targeting of corrupt government politicians and their .-+

An open letter by pro-Iranian commentator to
Albanian President echoing Homeland Justice’s
claim that Albania’s position towards MEK
constituted a danger to the Albanian people.

Homeland Justice posted videos of
@ the cyberattack on their website.

“*+-= Two Albanian nationals called on the
President to convene Albania’s National
Security Council to consider whether
Albania ‘has entered into a cyber and
military conflict’ with Iran.

e

J 1 b

-4 Homeland Justice ¢
create a website and
social media profiles

posting anti-MEK A
messages. ;

asked ‘why should our taxes be spent on the terrorists
of Durres?, a reference to the MEK refugee camp in
Durrés County.

@ Accounts for two anti-MEK social media personas were created
on Facebook and X. Accounts had links to the now-defunct
IRGC-linked American Herald Tribune and other fringe news sites.

" The ransom image used in the posts by Homeland Justice Nejat Society, an anti-MEK NGO, hosted -
a group of Albanian nationals in Iran,
including members of the anti-MEK

Association for the Support of

Iranians Living in Albania (ASILA)
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against this type of infrastructure have
been reported®).

> Category 4. Information operations
against critical infrastructure: Their aim
is to shape the narrative and public mes-
saging around critical infrastructure. China
has actively engaged in the media land-
scape in Italy following the signature of the
Memorandum of Understanding in sup-
port of the Belt and Road Initiative (BRI)
in March 2019 ™. China has also targeted
the rare earth mining sector with informa-
tion operations exploiting environmental
concerns surrounding US, Canadian and
Australian mining projects in order to bol-
ster the competitive advantage of Chinese
companies ®. At the same time, the United
States have engaged in anti-Chinese influ-
ence operations in Europe to limit the pres-
ence of Huawei and ZTE technology in 5G
networks across the continent.

When it comes to incidents targeting critical
infrastructure, a combination of several fac-
tors needs to be considered to better under-
stand the dynamic nature of interference: the
motivation behind the attack, the nature of
the perpetrator, and the importance of the tar-
get. Therefore, designating a cyber incident as
interference is a political act,
which takes the act out of the
hands of the incident response
technical community and ex-
perts and places it in the hands
of politicians and diplomats.
A distributed denial of service
(DDoS) attack against the Greek
gas transmission system operator (DESFA)

D esignating a
cyber incident
as interference is
a political act.

conducted as part of the Ragnar Locker ran-
somware operation * or cyberattacks against
oil terminal-operator companies in Germany,
Belgium and the Netherlands that caused dis-
tribution difficulties can be characterised as an
incident, but not necessarily as interference.
On the other hand, cyberattacks against Ger-
man wind turbine manufacturers Nordex and
Enercon and wind farm maintenance company
Deutsche Windtechnik carried out after the
Russian invasion of Ukraine might be consid-
ered as foreign interference aimed at influ-
encing the foreign policy of Germany, if the
link to the state institutions is confirmed ®*?.
In other words, the differences between the
political and technical criteria are critical to
assessing the effects of an incident.

THE EFFECTS

The disruptive effects of cyberattacks on dif-
ferent critical infrastructure sectors make
the latter attractive targets for influence op-
erations. Their immediate and visible impact
on the larger population often leaves gov-
ernments vulnerable to foreign influence, as
they may be pressured to prevent or respond
to such attacks to avoid public
backlash. They are also more
difficult to counter given that
the control systems often can-
not be simply switched off due
to the potential cascading ef-
fects. This is particularly the
case in the energy and telecom-
munications sectors, where there are large

(6) This type of interference is not discussed in this chapter. See: Recorded Future, The escalating global risk environment for
submarine cables, Threat Analysis, 27 June 2023 (https://go.recordedfuture.com/hubfs/reports/ta-2023-0627.pdf).

(7) Ghiretti, F. and Mariani, L., ‘One belt one voice: Chinese media in Italy’, IAI Papers No 21, October 20211. (https://www.iai.

it/sites/default/files/iaip2143.pdf).

(8) Jamalzadeh, S., Barker, K., Gonzalez, A. and Radhakrishan S., ‘Protecting infrastructure performance from disinformation
attacks’, Nature Scientific Reports, 26 July 2022 (https://www.nature.com/articles/s41598-022-16832-w).

9) Toulas, B., ‘Greek natural gas operator suffers ransomware-related data breach’, Bleeping Computer, 22 August 2022
(https://www.bleepingcomputer.com/news/security/greek-natural-gas-operator-suffers-ransomware-related-data-

breach/).

(10)  Mellor, S., ‘Germany is trying to transition away from Russian fuel and hackers are now hitting German wind energy
companies’, Fortune, 25 April 2022 (https://fortune.com/2022/04/25/germany-trying-to-transition-away-from-russian-
fuel-and-hackers-are-now-hitting-german-wind-energy-companies/).


https://go.recordedfuture.com/hubfs/reports/ta-2023-0627.pdf
https://www.iai.it/sites/default/files/iaip2143.pdf
https://www.iai.it/sites/default/files/iaip2143.pdf
https://www.nature.com/articles/s41598-022-16832-w
https://www.bleepingcomputer.com/news/security/greek-natural-gas-operator-suffers-ransomware-related-data-breach/
https://www.bleepingcomputer.com/news/security/greek-natural-gas-operator-suffers-ransomware-related-data-breach/
https://fortune.com/2022/04/25/germany-trying-to-transition-away-from-russian-fuel-and-hackers-are-now-hitting-german-wind-energy-companies/
https://fortune.com/2022/04/25/germany-trying-to-transition-away-from-russian-fuel-and-hackers-are-now-hitting-german-wind-energy-companies/
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numbers of dependent entities ™). For in-
stance, the ransomware attack against the US
Colonial Pipeline - a large fuel pipeline that
delivers 45 % of fuel supplies to the US East
Coast - caused gasoline shortages, shutting
down services and causing panic among con-
sumers that led to a surge in gas costs.

The scale of attacks against critical infrastruc-
ture and the impossible task of responding to
all of them have triggered the policy debate
about the need to better define the risk man-
agement approach in preparing and respond-
ing to such attacks. The most important aspect
has been defining the threshold above which
incidents are considered significant and link-
ing them to adequate policy responses (see
next section). Some of the sectors already re-
spond to this challenge by adopting a common
incident classification scale ®? with clearly

Evos - affected the functioning of terminals
and distribution of goods in several European
and African countries.

Finally, not all cyber operations against criti-
cal infrastructure have the same impact. Their
effects often depend on the country-specific
context. A ransomware attack on an energy
supplier in Europe, for instance, may differ
depending on the energy market structure,
preparedness of the country concerned and
potential cascading effects across Europe. At
the same time, different attack techniques
produce different effects: a DDoS attack that
disrupts the functioning of infrastructure is
not the same as a cyber-espionage operation
or destruction of networks. Given the scale
and complexity of cyberattacks and limited re-
sources to protect such systems, states rely on
risk-based assessments to identify a specific

prescribed parameters and category of public services and
thresholds. Critical infrastruc- he most their operators - such as ‘criti-
ture in each sector is comprised . cal infrastructure’, ‘operators of
of an ecosystem of different ac- lmportant critical services’ or ‘critical en-
tors, each with their own re- aspect has been tities’. These designate indus-
sponsibilities and potential defining the tries or stakeholders where the

impact on the proper function-
ing of the overall infrastructure.
While in the Nordic/Baltic area
the energy markets are
well-connected, including de-
pendencies with non-EU Mem-
ber States such as Norway, the
cross-border dependencies of the Netherlands
are more limited. Interdependencies within
the energy supply chain constitute a special
category and cyberattacks against them may
affect several states. For instance, the 2022
ransomware attacks against three companies
that are part of the supply chain for petroleum
products - SEA-Tank, Oiltanking, and

threshold above
which incidents
are considered
significant.

impact of cyberattacks would be
particularly damaging *¥. The
inclusion of the trust service
providers, top-level domain
name registries, and Domain
Name System (DNS) services
regardless of the size is sig-
nificant given the key role they play in infor-
mation flows and spread of disinformation.
Malicious practices such as DNS abuse and hi-
jacking or spoofing of the top-level domains
(e.g.,.com, .org, .eu, .fr) are particularly im-
portant in the context of information manipu-
lation as they potentially offer control over the

(11)  NIS Cooperation Group, Sectorial implementation of the NIS Directive in the Energy sector, Report - CG Publication 03/2019,
October 2019 (https://digital-strategy.ec.europa.eu/en/library/eu-wide-cybersecurity-legislation-report-implementation-

eu-rules-energy-sector).

(12) European Network of Transmission System Operators for Electricity (ENTSO-E), Incidents Classification Scale
Methodology, 4 December 2019 (https://eepublicdownloads.entsoe.eu/clean-documents/SOC%20documents/Incident__
Classification__Scale/200629_ Incident_ Classification_ Scale_ Methodology_ revised_and_in_use_as_of_2020.pdf).

(13) See for instance the Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning
measures for a high common level of security of network and information systems across the Union (https://eur-lex.
europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2016.194.01.0001.01.ENG&toc=0]:L:2016:194:TOC).


https://digital-strategy.ec.europa.eu/en/library/eu-wide-cybersecurity-legislation-report-implementation-eu-rules-energy-sector
https://digital-strategy.ec.europa.eu/en/library/eu-wide-cybersecurity-legislation-report-implementation-eu-rules-energy-sector
https://eepublicdownloads.entsoe.eu/clean-documents/SOC%20documents/Incident_Classification_Scale/200629_Incident_Classification_Scale_Methodology_revised_and_in_use_as_of_2020.pdf
https://eepublicdownloads.entsoe.eu/clean-documents/SOC%20documents/Incident_Classification_Scale/200629_Incident_Classification_Scale_Methodology_revised_and_in_use_as_of_2020.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.194.01.0001.01.ENG&toc=OJ:L:2016:194:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.194.01.0001.01.ENG&toc=OJ:L:2016:194:TOC
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online information environment of a compa-
ny, institution or even of the whole country®4.

The potential effect of a cyberattack against
such infrastructures or entities is often used
as a criterion for designation. EU law estab-
lishes clear criteria for the identification of the
operators of essential services considering the
effect that a disruption of their services would
have on public safety, security or health, as
well as potential cross-border consequences.
It also includes provisions concerning a spe-
cific category of ‘significant incidents’ if they
cause or have the potential to cause substan-
tial disruptions or financial losses for the en-
tity concerned or cause considerable material
or non-material losses to other natural or le-
gal persons 1%,

THE RESPONSE

Recognising the multifaceted nature of the
challenge of foreign interference, policy re-
sponses related to cyber operations targeting
critical infrastructure have focused on ad-
dressing key issues for the cyber-FIMI nexus,
in particular through strength-

and proper functioning of the internet infra-
structure. To that end standard setting and
technical organisations like the Internet En-
gineering Task Force (IETF), International
Telecommunication Union (ITU) or the In-
ternational Organization for Standardization
(ISO) have developed specific frameworks,
standards and product certification schemes.
To further enhance preparedness and re-
sponse capabilities, governments have moved
to adopt specific legislation imposing concrete
obligations on different actors within the cy-
ber ecosystem. The NIS 2 Directive, for in-
stance, sets the baseline for cybersecurity risk
management measures and reporting obli-
gations across all sectors that are covered by
the directive, such as energy, transport, health
and digital services that are critical for the free
flow of information. The increasing number of
sector-specific recommendations underscores
the need for a comprehensive approach to im-
prove the resilience of critical infrastructure.
This includes building a robust institution-
al ecosystem spanning technical, operational
and policy levels. Examples of such initia-
tives are Computer Security Incident Response
Teams (CSIRTs) 18, Product Security Incident
Response Teams (PSIRTs), and sector-specific
Information Sharing and Analysis Centres "7,

ening resilience, deterring per- : Developing a deterrence pos-
petrators, and consolidating trel:lgthenlng ture and tools to dissuade the
international cooperation and 7 resilience attackers from engaging in
partnerships. 1S pursued a malicious or illegal activity is

primarily through another approach. In addition
Strengthening resilience is development to dealing with potentially cat-

pursued primarily through de-
velopment of regulatory frame-
works and institutions. The
cyber domain has been regu-
lated from the very beginning
through the system of standards
and protocols that ensured interoperability

of regulatory
frameworks and
institutions.

astrophic low probability-high
impact incidents, states have
increasingly focused on strat-
egies to address high prob-
ability-low impact attacks.
Even though not significant
if taken individually, this type of attack may

(14)  Greenberg, A., ‘Cyberspies hijacked the internet domains of entire countries’, Wired, 17 April 2019 (https://www.wired.

com/story/sea-turtle-dns-hijacking/).

(15) Directive (EU) 2022/2555 on measures for a high common level of cybersecurity across the Union (NIS 2 Directive), Official

Journal of the EU, L 333, 27 December 2022.

(16) EU Agency for Cybersecurity, PSIRT Expertise and Capabilities Development, ENISA report, 3 June 20221 (https://www.enisa.
europa.eu/news/enisa-news/new-light-shed-on-capabilities-in-energy-healthcare).

(17)  See the European Energy Information Sharing & Analysis Centre: https://www.ee-isac.eu/


https://www.wired.com/story/sea-turtle-dns-hijacking/
https://www.wired.com/story/sea-turtle-dns-hijacking/
https://www.enisa.europa.eu/news/enisa-news/new-light-shed-on-capabilities-in-energy-healthcare
https://www.enisa.europa.eu/news/enisa-news/new-light-shed-on-capabilities-in-energy-healthcare
https://www.ee-isac.eu/
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generate a significant impact over a longer pe-
riod (‘death by a thousand cuts’). With this in
mind, states have developed cyber postures to
increase the costs for potential attackers and
make them face consequences. For instance,
the United States has deployed hunt-forward
teams to countries like Croatia or Albania. In
the EU context, the cyber sanctions regime
under the umbrella of the Cyber Diploma-
cy Toolbox is seen as the primary deterrence
mechanism. While such tools could be con-
sidered in the future under the FIMI Toolbox,
the EU has already sanctioned several entities
in connection with disinformation operations
undermining or threatening the territorial
integrity, sovereignty and independence of
Ukraine #®. In a similar vein, the attacks on
digital service providers in the EU could be
potentially governed by the EU’s cyber sanc-
tions regime.

In addition, deterrence is also created through
the criminal justice approach which is also
an important element of the policy response,
especially regarding the cross-border access
to electronic evidence. The issues have been
addressed through legislation by the United
States Clarifying Lawful Overseas Use of Data
Act (CLOUD Act) to speed up access to elec-
tronic information held by US-based glob-
al providers * and the EU’s rules to make it
easier and faster for law enforcement and ju-
dicial authorities to obtain the electronic ev-
idence ®®. The international discussion about
rules for cross-border access to evidence are
laid down in the Second Additional Protocol
to the Council of Europe Budapest Convention

on Cybercrime adopted in November 2021 @4,
Cooperation between law enforcement, in-
telligence agencies and the private sector has
allowed for unusual responses such as botnet
takedowns (e.g. Qakbot in 2023 %) or cyber
operations to disable ‘troll factories’ such as
the Internet Research Agency in Saint Peters-
burg. This example clearly demonstrates that
in the absence of a credible deterrence approach
in the FIMI context, the tools and instruments
available in the cyber context might provide an
important (temporary) reinforcement.

Finally, given the global scale of the prob-
lem, it has become critical to agree the rules
of the road in cyberspace. Since 1998, the UN
has been engaged in the finetuning of the
framework for responsible state behaviour in
cyberspace that is grounded in existing in-
ternational law and a catalogue of voluntary
and non-binding norms, rules and princi-
ples regarding what states should or should
not do in cyberspace. Recognising the poten-
tially devastating consequences of malicious
activities targeting critical infrastructure sup-
porting essential services, governments en-
dorsed a norm that forbids states to ‘conduct
or knowingly support ICT activity contrary to
their obligations under international law that
intentionally damages critical infrastructure
or otherwise impairs the use and operation
of critical infrastructure to provide services to
the public. Furthermore, states should con-
tinue strengthening measures to protect all
critical infrastructure from ICT threats and
increase exchanges on best practices regard-
ing critical infrastructure protection’ ?*. While

(18) See: Council Implementing Regulation (EU) 2023/1563 concerning restrictive measures in respect of actions undermining
or threatening the territorial integrity, sovereignty and independence of Ukraine, Official Journal of the EU, L 1901, 28 July
2023; Council Decision (CFSP) concerning restrictive measures in respect of actions undermining or threatening the
territorial integrity, sovereignty and independence of Ukraine, Official Journal of the EU, L 1901, 28 July 2023.

(19)  US Department of Justice, CLOUD Act, 21 March 2018 (https://www.justice.gov/dag/cloudact).

(20) European Commission, Regulation on European Production Orders and European Preservation Orders for electronic evidence in
criminal proceedings and for the execution of custodial sentences following criminal proceedings, 28 July 2023 (https://commission.
europa.eu/law/cross-border-cases/judicial -cooperation/types-judicial-cooperation/e-evidence-cross-border-access-

electronic-evidence_ en).

(21)  Council of the European Union, Second Additional Protocol to the Convention on enhanced co-operation and the disclosure

of electronic evidence, 17 November 2021.

(22)  US Department of Justice, ‘Qakbot malware disrupted in international cyber takedown’, Press release, 29 August 2023
(https://www.justice.gov/usao-cdca/pr/qakbot-malware-disrupted-international-cyber-takedown).

(23)  United Nations, Report of the Group of Governmental Experts on advancing responsible state behaviour in cyberspace in the context of
international security, 14 July 2021. (https://front.un-arm.org/wp-content/uploads/2021/08/A_76_135-2104030E-1.pdf).


https://www.justice.gov/dag/cloudact
https://commission.europa.eu/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/e-evidence-cross-border-access-electronic-evidence_en
https://commission.europa.eu/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/e-evidence-cross-border-access-electronic-evidence_en
https://commission.europa.eu/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/e-evidence-cross-border-access-electronic-evidence_en
https://www.justice.gov/usao-cdca/pr/qakbot-malware-disrupted-international-cyber-takedown
https://front.un-arm.org/wp-content/uploads/2021/08/A_76_135-2104030E-1.pdf
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the discussion about the importance of critical
infrastructure protection has proliferated to
other international organisations and region-
al organisations, the international normative
framework to address the cyber-FIMI nexus
is still underdeveloped. Nonetheless, political
debates are gradually moving in this direc-
tion. The G7 members reaffirmed their resolve
to strengthen coordinated cyber defences and
improve shared awareness of cyber threats
and expressed their concern about the ampli-
fication of Russia’s disinformation campaign
targeting Ukraine ®¥. The implementation
of the UN Pact for the Future and the Global
Digital Compact will provide an opportunity
for addressing the existing gaps in a compre-
hensive way.

THE IMPLICATIONS

Measuring the impact of interference in the
cyber and information environment is diffi-
cult, although both policy fields have attempt-
ed to generate tools to support adequate policy
responses 2., It is a positive sign that institu-
tions responsible for cybersecu-
rity and strategic
communication are increasingly
acknowledging the linkages be-
tween these two fields. The US
Cybersecurity and Infrastruc-
ture Security Agency has issued
guidance on better preparing
critical infrastructure against
influence operations. The Euro-
pean Union Agency for Cyberse-
curity (ENISA) has concluded
a Memorandum of Understanding with the
EEAS to strengthen cooperation against FIMI.

An effective
cyber incident
communication
strategy reduces
the space for

information
manipulation.

Moving forward, to address risks and threats
along the cyber-information continuum, crit-
ical infrastructure protection strategies should
clearly define their critical information envi-
ronment and subsequently design adequate
critical information environment protection
strategies.

The critical information environment com-
prises the ecosystem of information channels
and tools within which a critical infrastruc-
ture entity operates. Such an environment
encompasses different groups of stakeholders
that the entity interacts with, including con-
tractors, regulators, media, or end users. Un-
derstanding how manipulation of operations
might impact their activities and interaction
with the entity providing critical infrastruc-
ture is critical. Once identified, the risk as-
sessment for critical infrastructure sectors
and entities should encompass adequate risk
mitigation strategies and clearly defined com-
munication plans.

An effective cyber incident communication
strategy reduces the space for information
manipulation. Part of this approach is devel-
opment and operationalisation of a common
incident classification system
that would include both cy-
ber and information operation
components, learning about
the sources of information used
by customers and stakeholders
to understand potential threat
vectors, as well as mapping of
communication channels with
stakeholders. For instance, ENI-
SA and the EEAS have developed
a dedicated analytical frame-
work with the aim of analysing both FIMI
and cybersecurity aspects of disinformation

(24) G7 Leaders’ Statement - Brussels, 24 March 2022 (https://www.consilium.europa.eu/en/press/press-releases/2022/03/24/

g7-leaders-statement-brussels-24-march-2022/).

(25) European External Action Service, First EEAS report on foreign information manipulation and interference threats. Towards
a framework for networked defence, February 2023 (https://euvsdisinfo.eu/uploads/2023/02/EEAS-ThreatReport-

February2023-02.pdf).
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Critical infrastructure at the bridge between the cyber and information environments
Implications and solutions

Interference in Interference in
cyber environment information environment
€ Types of interference >

Critical infrastructure Communication Communication Critical infrastructure
as a target of cyber networks and networks as a tool to as an object of
operations infrastructure as a intercept information information
target operations

o Ransomware o Hack of satellite systems o Interception of traffic o Takeover/impersonating

o DDoS o Attack on internet core through undersea cables social media accounts
(DNS) or satellites o Use of attacker-controlled
> Supply chain attacks o Use of spyware media to introduce

> Hack-and-leak operations | Delievable narratives
o Website defacements

o Data breach

o Wipers
o E<ni > Damage to undersea
Espionage Gables
o Hijacking of
communication channels
(fake emails, press
releases)

Critical information Critical information
infrustructure protection (CIIP) environment protection (CIEP)
€ Critical information infrastructure >
and environment protection tools
Designation of critical infrastructure sectors
Risk mitigation mechanisms
Cooperation structures for incident response
International norms, rules and principles
International law
Accountability mechanisms
that can be used also in the context of attacks and tools developed for critical infrastructure
against critical infrastructure 9. and information protection is important. For

instance, the EU’s NIS 2 Directive provides
In implementing this approach, exploring con- concrete guidance and procedures for mitigat-
nections between different policy instruments ing risks to network infrastructure in a similar

(26) EU Agency for Cybersecurity, Foreign information manipulation and interference (FIMI) and cybersecurity — threat landscape, 8
December 2022 (https://www.enisa.europa.eu/publications/foreign-information-manipulation-interference-fimi-and-
cybersecurity-threat-landscape).
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way that the Digital Services Act does in the
case of online platforms. However, the links
between these two approaches - their com-
plementarities and divergences - are rarely
addressed. The NIS 2 Directive also contains
specific provisions concerning digital infra-
structure - such as DNS, cloud computing
service providers or content delivery network
providers - that are essential for the integrity
of the internet and its continuous and stable
operation. Cyberattacks on digital infrastruc-
ture undermine not only critical infrastructure
but also information flows and transmission
that rely on that digital infrastructure. By the
same token, the Digital Services Act (DSA)
contains specific provisions related to content
moderation and other obligations of social
media platforms that are particularly relevant
for effective cyber incident management. Pol-
icy coherence is also relevant at the global lev-
el where different mechanisms are discussed.
For instance, the principles and actions pro-
posed in the UN Global Principles for Infor-
mation Integrity ®” and the work undertaken
by the General Assembly to strengthen the
global framework for responsible state behav-
iour in cyberspace need to be aligned when it
comes to protection of the critical information
environment.

Finally, creating a comprehensive approach
across the cyber-information continuum calls
for a clear definition of roles performed by dif-
ferent stakeholder groups, their resources, and
potential capability gaps when dealing with
incidents combining both cyber and infor-
mation environment elements. Whether they
are the private sector, government agencies,
civil society organisations, or fact-checker
networks, it is important to assess the ca-
pabilities, strengths and weaknesses of each
group and establish mechanisms for capaci-
ty building across a broad spectrum of needs.
Creating new information exchange channels

or strengthening the existing ones between
those different groups and clearly defining the
procedures for information sharing and coop-
eration plays an important role. For instance,
CERT-EU operates a Social Media Assurance
Service (SMAS) to help the EU institutions
detect takeovers of social media accounts or
impersonation. The body also monitors infor-
mation manipulation activities, including Chi-
na’s social media mining for intelligence on
foreign academics and journalists.

At the same time, strengthening multistake-
holder partnerships between cyber and infor-
mation environment communities is critical.
This could be achieved by gaining a better un-
derstanding of their shared challenges (e.g.,
being subject to cyberattacks or disinforma-
tion campaigns) and respective resources at
their disposal, especially for emergency man-
agement for the information environment 28,
Information exchange could be also improved
by establishing an Information Sharing and
Analysis Center (ISAC) for FIMI® and in-
troducing information manipulation as a di-
mension in the work of other sectoral ISACs
and Security Operation Centres (SOCs). To
strengthen the resilience of governments and
critical infrastructure operators in the evolv-
ing information environment it is becoming
increasingly important to invest in mapping
the existing capacity gaps and developing ade-
quate needs and maturity assessment models.

(27)  United Nations, United Nations Global Principles for Information Integrity: Recommendations for Multi-stakeholder Action, June
2024 (https://www.un.org/sites/un2.un.org/files/un-global-principles-for-information-integrity-en.pdf).

(28) Adam I., Samantha Lai S., Nelson, A., Wanless A. and Yadav, K., ‘Emergency management and information integrity:
A framework for crisis response’, CEIP Working Paper, 9 November 2023 (https://carnegieendowment.org/files/Adam_ et__

al_-_Emergency_Management.pdf).

(29) EU Agency for Cybersecurity, 2022.


https://www.un.org/sites/un2.un.org/files/un-global-principles-for-information-integrity-en.pdf
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UNMASKING FOREIGN
INTERFERENCE AND
BUILDING RESILIENCE

by
NAD’A KOVALCiKOVA

The case studies and analyses presented in this
Chaillot Paper demonstrate that the growing
convergence of FIMI and cyber threats across
various societal domains amplifies their nega-
tive effects. Moreover, it points out the rising
interplay between disinformation campaigns,
cyberattacks and economic espionage, polit-
ical subversion and the (mis)use of increas-
ingly more sophisticated AI technologies by
hostile actors.

However, it is not enough to simply demon-
strate the complexity of foreign interference
and the confluence of cyber and information
manipulation tactics. To counter these threats
effectively, we need to identify patterns and
areas of convergence and divergence. This will
help us gain a clearer understanding of the in-
terconnected dynamics between incidents, their
effects and the broader implications outlined in
the five cases studied in this Chaillot Paper.
Only then can we chart the way ahead for the
EU. This knowledge is crucial for developing
effective countermeasures as well as preven-
tive and defensive tools and strategies.

KEY RECURRING
PATTERNS

Interference operations
happen in parallel

Cyberespionage and intellectual property theft
are frequently accompanied by disinforma-
tion to deflect attention from the attackers’
actual targets and activities. Similarly, dis-
information campaigns often coincide with
cyberattacks and economic cyberespionage
to exacerbate their effects, destabilise de-
mocracies and markets or create uncertainty
within society. Moreover, at the national lev-
el, frequent changes in government or a fail-
ure to recognise and address disinformation,
economic espionage, or exploitation of criti-
cal infrastructure vulnerabilities as national
security and/or economic threats may ham-
per efforts to tackle them systematically and
structurally.
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Foreign interference untangled
Challenges and solutions

International

Interference
operations
happen in
parallel

Lack of a holistic
approach

Online, offline and
cross-sectoral
interference

Inconsistent )
policy Diverse regulatory
implementation approaches

The lack of a holistic approach

Policy responses to campaigns of economic
cyberespionage and political subversion often
lack a holistic approach. The same applies to
addressing misconduct within closed digital
applications, where law enforcement agencies
could ensure stronger detection and takedown
capabilities. Several countries emphasise the
need to integrate responses to both disinfor-
mation and cyber threats through national cy-
bersecurity and technology strategies. For

Lack of
transparency

security

Risk
categorlsatlon

International
cross-sectoral .
response Harmonised
regulatory measures
and communication

strategies

. Increased Regular
investment in public threat

awareness and assessment

resilience

example, although transformative technolo-
gies such as Al hold great promise for in-
creased efficiency, innovation and industrial
progress, rapid advances in this field and the
potential for misuse pose significant chal-
lenges. Across the globe, individuals and or-
ganisations are navigating these complexities,
seeking to strike a balance between the oppor-
tunities and risks posed by AI). EU regulatory
measures or declarations following Al sum-
mits, such as those recently held in the UK
(November 2023) or in Seoul (May 2024),

(1) ‘“Uncharted terrain”: how officials, campaigners and fact-checkers tackle AI’s influence on elections arounds the world’,
Politico, 21 May 2024 (https://www.politico.eu/article/uncharted-terrain-how-officials-campaigners-and-fact-checkers-

tackle-ais-influence-on-elections-around-the-world/).


https://www.politico.eu/article/uncharted-terrain-how-officials-campaigners-and-fact-checkers-tackle-ais-influence-on-elections-around-the-world/
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among other instruments, outline ways for-
ward to address the challenges of AI technolo-
gy and provide recommendations on how to
embrace the opportunities it presents. How-
ever, the pace of technological advancement
seems to outstrip our ability to address poten-
tial misuse. This applies to aggression in both
the digital and physical realms,
as demonstrated by the growing
number of cyber intrusions or
when protest activities are ac-
companied by an aggressive
disinformation strategy. As
a case in point, when the Chi-
nese state media outlet Global
Times called the president of the
Czech Senate a ‘political hooligan’(chapter 1),
it set the tone for future bilateral exchanges.
However, in this case, the attempt at intimi-
dation also triggered a reaction from other
MEPs and parliamentarians from other coun-
tries who rallied behind their Czech ally,
transforming a bilateral issue into a broader
European and transnational concern. In addi-
tion, the resort to personal attacks, as seen in
this case, mirrored the tactics employed in the
deepfake video case study (chapter 4).

content.

Online, offline and
across sectors

Instability within a domestic political con-
text can create fertile ground for promoting
the Kremlin’s agenda or exploiting existing
anti-EU, anti-Western or pro-Russian senti-
ment among the population. This fuels further
political radicalisation, creating a danger-
ous dynamic. The hacking of minds and ma-
chines does not, however, happen only via
cyber-enabled operations. Attackers can also
target specific people or sectors offline which
are considered vital to a country’s function-
ing and stability. This is well illustrated in
the previously mentioned case in the Czech
Republic (chapter 1). A ‘diplomatic’ letter was
sent by the Chinese Embassy in Prague ad-
dressed to the Office of the Czech President.
It aimed to dissuade the country from show-
ing solidarity towards Taiwan by threaten-
ing economic and diplomatic repercussions

in case of non-compliance with China’s de-
mands. This incident, although in the political
domain, rippled across the diplomatic, eco-
nomic, information and societal spheres, ex-
posing the coercive tactics employed by China.
Other incidents highlighted in the case stud-
ies presented in this volume have had similar
cascading effects.

ostile actors

deploy social
media to further
amplify fabricated

Identifying the linkages be-
tween cyber, FIMI and other
tools of foreign interference
is critical for comprehensive
and coherent policy responses.
However, despite ongoing ef-
forts in both the disinformation
and cyber domains to increase resilience (or,
conversely, minimise the effects of the lack
thereof), there remain notable differences in
the nature and direction of policy and regula-
tory approaches.

AREAS OF
CONVERGENCE
AND DIVERGENCE

Lack of transparency

The operations of state and non-state actors
have frequently been characterised by a high
degree of concealment and opacity. They in-
clude inter alia cyber-enabled espionage,
covert cyberattacks, political and econom-
ic coercion, and information manipulation.
These operations have often involved out-
sourcing news manipulation to local part-
ners or leveraging existing opaque networks
within the targeted country or region, exploit-
ing cultural or historical connections. Hostile
actors deploy social media to further amplify
fabricated content. The covert nature of such
manipulative efforts makes technical attribu-
tion, and even public identification, of these
actors extremely difficult. Foreign actors often
exploit domestic divisions, instrumentalising
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local proxies. This not only obscures the iden-
tities of the actors behind these malicious op-
erations, but also makes it difficult to identify
the wider networks involved in specific con-
texts, further complicating efforts to counter
them. In addition, interference with commu-
nication networks can have crippling reper-
cussions across all societal sectors, including
health, transportation, national administra-
tion, energy and trade. These interceptions
create opportunities for cybersurveillance in
various strategic domains, that can potential-
ly be weaponised at critical junctures such as
elections, trade negotiations, or high-level/
high-stakes diplomatic visits.

Diverse requlatory approaches

While the EU has set out clear criteria for
identifying essential service operators in cer-
tain sectors, particularly those with potential
cross-border impact, other sectors and soci-
etal domains like politics, information or di-
plomacy often lack comprehensive criteria to
recognise foreign interference and influence
operations. Different sectors have tailored
regulations, such as specific measures for
Al-generated content under the AI Act ver-
sus broader cybersecurity measures under the
NIS 2 directive. However, countering carefully
orchestrated and persistently executed hos-
tile strikes requires a strategic and calibrat-
ed response. While some deceptive operations
are exposed and attributed relatively quick-
ly, others may only be identified or disclosed
years after the incident has taken place and
evidence gathered by counterintelligence. In
contrast, disinformation campaigns often aim
for immediate impact and publicity using open
sources and media amplification to destabilise
societies as much, as frequently and as vis-
ibly as possible. While exposure of disinfor-
mation incidents helps build societal resilience
to such interference, cyber espionage and IP
theft presents a different challenge. Com-
panies are often reluctant to disclose such
breaches to shareholders or local authorities,
fearing potential reputational damage and le-
gal ramifications, and sometimes downplay
the significance of such incidents (chapter 3).

Unlike the readily apparent disruption caused
by disinformation campaigns, it can take years
for the economic consequences of cyberespi-
onage to be discerned and fully appreciated.

Inconsistent policy
implementation

Some policies prioritise technological solu-
tions, e.g. Al-powered threat detection, while
others focus on human-centric approaches
such as education and training. Implementa-
tion of legal measures often lacks consistency
and attribution may be a political rather than
technical act. The case studies analysed in
this volume suggest that the criminal justice
approach has not been consistently applied
across different sectors. Cybersecurity poli-
cies often prioritise protecting critical infra-
structure, while disinformation policies tend
to focus more on media literacy and content
moderation. This lack of synergy creates a gap
in effectively addressing the convergence of
these threats.

Moreover, the spectrum of hostile activities
extends beyond direct attacks intended to
cause direct harm. Some, like diverting for-
eign direct investment and venture capital,
aim rather to preserve the status quo, hinder-
ing a rival country’s economic development
and making it less attractive to investors. Such
tactics contrast with overtly offensive cyber
and FIMI operations that aim to create chaos,
compromise infrastructure, steal data or fuel
societal instability during election periods or
at other critical junctures.

THE EU’S RESPONSE

Effective responses to foreign interference re-
quire a holistic and consistent strategy across
different societal domains. The EU could ad-
dress this challenge in five ways.
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International cross-
sectoral response

Countering interference requires robust in-
ternational and cross-sectoral collaboration.
Insidious tactics thrive on exploiting societal
divisions, legal loopholes, political instability,
historical grievances and existing geopoliti-
cal tensions. The countermeasures to address
them may vary across countries and govern-
ments need to tailor them to national circum-
stances. This complexity can make timely and
systematically coordinated responses a signif-
icant challenge.

Tailored and strategic partnering with global
cybersecurity and disinformation watchdogs,
and the expansion of such partnerships, can
facilitate the sharing of good practices and
contribute to coordinated responses to foreign
threats. Enhanced multistakeholder cooper-
ation is critical between counterintelligence
services, law enforcement, and high-risk pri-
vate sector industries, among others. This has
worked effectively on previous occasions, as
shown in chapter 5. Such a collaborative ap-
proach could be bolstered via increased invest-
ment in investigative journalism, local projects
and public awareness campaigns combined
with digital and media literacy programmes.
These efforts, tailored to local contexts, would
educate citizens about the tactics used in for-
eign interference and address their specific
concerns. Lastly, to deter future violations,
it is essential to hold social media companies
financially liable for insufficient compliance
with existing codes of practice or regulatory
measures, and ensure their adequate collabo-
ration with EU and national authorities.

An effective framework for responsible state
and non-state behaviour in the digital and
broader public sphere requires dedicat-
ed cross-sectoral investment from govern-
ments and the international community. An
example is the partnership between the FBI
and their UK and Five Eyes counterparts that
tackles economic cyber-espionage and engag-
es with the business community. Moreover,
the case studies presented in this Chaillot Pa-
per, and specifically the one describing cyber

operations to disable ‘troll factories’ (chapter
5), highlight that while cyber tools can offer
temporary solutions in the absence of FIMI
deterrence or defence measures in certain
contexts, law enforcement authorities should
develop a more comprehensive approach.

Harmonised requlatory
measures and
communication strategies

All the chapters in this volume have under-
lined the need for the EU to build stronger de-
fences against foreign authoritarian influence.
This can be achieved through a comprehensive
assessment of vulnerabilities and threats, at
national, European and transnational levels,
considering the global informational envi-
ronment’s susceptibility to interference. The
criminal justice system can also play a role
in deterring such activities. The EU should
develop a cohesive strategy that addresses
the entire cyber-information continuum to
counter foreign interference. This includes
defining roles and capabilities for various
stakeholders, improving early-warning and
information-sharing mechanisms, and ensur-
ing policy coherence across different regulato-
ry instruments.

Responses to cyberespionage primarily oc-
cur at the domestic or minilateral level, while
the broader EU response to coercive tactics in
the political sphere, e.g. those employed by
China and outlined in the first case study in
chapter 1, highlights the potential for a wid-
er mobilisation at the level of the European
Parliament. Both cyber and FIMI incidents,
as well as other types of interference, require
effective incident communication strategies.
These strategies should establish clear roles,
identify resource and capability gaps and lev-
erage a combination of FIMI and cyber exper-
tise to minimise the impact of interference.
As the case study on critical infrastructure
demonstrates, collaboration is key. Several
government agencies have issued guidance or
concluded agreements to strengthen measures
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and cooperation addressing both the cyberse-
curity and FIMI aspects.

Risk categorisation
and management

To counter foreign interference effectively, the
EU should ensure that policies addressing cy-
bersecurity and disinformation are harmo-
nised. This includes improving risk
classification and management of AI-generated
disinformation within the DSA and AI Act, as
well as enhancing risk management strategies
to proactively address and respond to rising
threats. A more nuanced approach to risk cat-
egorisation is needed. For ex-
ample, deepfakes are
categorised as a ‘limited risk’
under the AI Act, which might
not reflect the higher perceived
risk that they pose in disinfor-
mation contexts. Similarly, ad-
dressing the high costs
associated with cyber-enabled
espionage, such as harming
a sector’s competitiveness or
hardening business resilience,
requires closer attention. Thus,
defining a common classifica-
tion scale for risks and incidents needs to take
into consideration various criteria, thresholds,
and potential cascading effects. For less ap-
parent threats, counterintelligence services
can play a crucial role in advancing criminal
investigations and law enforcement actions,
such as cyber sanctions or expelling diplomat-
ic personnel.

Increased investment in public
awareness and resilience

The public exposure of foreign interference
helps foster and alert citizens to the disruptive
effects on democracy. The EU needs to priori-
tise clear and transparent public communica-
tion, explaining the economic and value-based
reasoning behind political decisions, as seen
in the chapter on political coercion in this

Across—
sectoral effort
involving

all relevant
stakeholders is
crucial to assess
the evolving
hybrid threat
landscape.

volume. The EU could also consider further
measures to strengthen deterrence through
public exposure of foreign interference in-
cidents, in collaboration with mainstream
media, thereby raising the costs of interfer-
ence, as highlighted in the chapter on Chinese
interference in Czech politics. Identifying,
understanding, and publicly exposing the
connections between disinformation and cyber
threats can lead to improved defence mecha-
nisms, enhanced societal awareness and resil-
ience building. In addition, ‘prebunking’ tools
that warn citizens about manipulative tactics
can reinforce collaboration at the transna-
tional level.

As lack of transparency allows interference to
thrive, enhanced sharing of in-
formation may further contrib-
ute to build stronger societal
resilience. This is exemplified in
the case of national cybersecu-
rity centres which have become
more forthcoming in sharing
information in the public do-
main and may serve as a use-
ful model. In particular, the EU
needs to formulate a coherent
and unified strategy to coun-
ter foreign interference across
various domains, including the
economic, media and political spheres. More-
over, investing in initiatives like the EU Cy-
bersecurity Skills Academy strengthens public
resilience against disinformation and cyber
threats by creating a more knowledgeable and
empowered citizenry.

Regular threat assessment

Hostile actors employ increasingly aggressive
messaging. The EU should therefore ensure
regular assessment of evolving threats, foster
shared understanding and develop early warn-
ing tools. Moreover, to better deter malign in-
fluence operations in the long term and raise
the costs of interference, the EU could sys-
tematically impose severe penalties or fines on
companies that fail to comply with regulatory
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obligations, thus making non-compliance
a costly endeavour.

Nevertheless, there is no single or simple
solution to address the diverse tools of foreign
interference. A collaborative cross-sectoral
effort involving all relevant stakeholders is
crucial to assess the evolving hybrid threat
landscape ?, as policy and regulatory frame-
works are updated. While existing cyber di-
plomacy, FIMI and hybrid threat toolboxes
provide enhanced responses to these threats
in specific areas, the Member States and the
EU should consider further integration or even
a dedicated ‘counter-coercion toolbox’, e.g.
specifically designed to protect European pol-
iticians (as outlined in chapter 1).

By implementing these steps, the EU can bol-
ster its defences against foreign interference
and empower European societies to navigate
the digital era with tangible measures, greater
confidence and enhanced resilience.

(2) Giannopoulos, G., Smith, H. and Theocharidou, M., ‘The landscape of hybrid threats: A conceptual model’, European
Commission and Hybrid CoE, November 2020 (https://euhybnet.eu/wp-content/uploads/2021/06/Conceptual-Framework-
Hybrid-Threats-HCoE-JRC.pdf).


https://euhybnet.eu/wp-content/uploads/2021/06/Conceptual-Framework-Hybrid-Threats-HCoE-JRC.pdf
https://euhybnet.eu/wp-content/uploads/2021/06/Conceptual-Framework-Hybrid-Threats-HCoE-JRC.pdf

60

ABBREVIATIONS

56

Fifth generation (of wireless
mobile telecommunications
technology)

Al

Artificial intelligence

APT

Advanced Persistent Threat

BRI

Belt and Road Initiative

CERT-EU

Computer Emergenc
Response Team for the EU
institutions, bodies and
agencies

CSIRT

Computer Security Incident
Response Team

DDoS

Distributed denial of
service

DNS

Domain Name System

DSA
Digital Services Act

EEAS

European External Action
Service

ENISA

European Union Agency for
Cybersecurity

FBI

Federal Bureau of
Investigation

FIMI

Foreign information
manipulation and
interference

GANs

Generative Adversarial
Networks

GDP

Gross domestic product

IcT

Information and
Communication
Technologies

IP
Intellectual Property

ISAC

Information-Sharing and
Analysis Centre

IT

Information Technology

LEAs

Law Enforcement Agencies
MEK

Mujahedin-e-Khalq
MEP

Member of the European
Parliament

MSS
Ministry of State Security

NATO

North Atlantic Treaty
Organization

NGO

Non-Governmental
Organisation

NIS

Network and Information
Security

NISC

National Centre of Incident
Readiness and Strategy for
Cybersecurity

PRC
People’s Republic of China
R&D

Research and Development

TRIPS

Trade-Related Aspects of
Intellectual Property Rights

TTPs

Tactics, techniques and
procedures

UK
United Kingdom

UN

United Nations

usD
United States dollars

WTO

World Trade Organization
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foreign interference and the risk it poses to democratic
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manipulation and disruptive cyber operations, revealing
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broader strategy. Dedicated chapters examine how
interference manifests across various sectors, including
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how the EU can significantly bolster its defences and
resilience against this threat.
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